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Summary

Usability is an important factor influencing thecaptance of technology
related products and subsequently the decisiorepsoto use or buy them. Hor
this reason usability has been of interest in ntarksearch for many years.
However, in the context of user-controlled IdentManagement Systems
(IMS) hardly any comparative usability studies haeen published.

This document gives an overview of established watadn methods and
criteria for usability and analyses which methodd eriteria are suited for use
controlled IMS. The selected methods and criteréaagoplied to twelve IMS in
six functional classes. These classes include s®etrolled identifier
management, policy management, form filling, coht@onitoring and history
management. Nine of these IMS are further analysel@pth and the results pf
the tests are published in this report.
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1 Executive Summary

Since the late 1990s models for understanding tdogy acceptance by the users were
developed for computer applications. In these n®getceived ease of use became a relevant
factor. Perceived ease of use relates to the deguser believes a given technology will be
free from notable effort when being used. To teigard, usability of a technology is essential.
This deliverable takes a look at the usability askmicontrolled and user-centric identity
management systems (IMS). This kind of IMS are echlitype 3’ IMS in a typology
formulated by Bauer, Meints, and Hansen (2005).

Firstly, methods for the investigation of usabildf products and scales for the quantitative
analysis of user feedback are introduced and basethe characteristics of IMS usable
methods and scales are selected. In the followimapter relevant usability metrics and
criteria are introduced, based on the literaturd atandardised methods. Criteria for the
testing of ‘type 3’ IMS are selected. Most relevariteria in this context are:

» Comprehensibility

» ‘Error preventivness’

* Main task suitability

» Perceived controllability
» Likeability

For testing, twelve user-controlled IMS taken frtme FIDIS IMS databaSevere selected,
based on the variety of functions they show. Inre-tpst these IMS were analysed and
clustered according to their identity managementcfionality. The following are functions
provided by the IMS:

» Identity management (including management of ‘radesl ‘partial identities’)
» Authentication management

e Form filling

* Policy management

» Context monitoring

» History management (i.e., management of recordstat disclosures and policy
agreements)

The pre-testing also showed that some of thesetedl&VS lack the maturity to be tested by
users, for example because of difficulties to cdenpnd install them on platforms available
for the testing. The following IMS were investigataore thoroughly in the pre-test and some
were selected for user-based testing. Each hadkest lone of the mentioned identity
management functions:

» Privacy policy alertingPrivacy Bird

4 See imsdb.fidis.net
[Final], Version: 1.0 Page 9
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e Anonymizers:Tor andJAP/An.ON
* Web browsersOperg Safari Firefox, andinternet Explorer
» Dedicated identity manageiGardSpacend twoPRIME prototypes

In order to highlight some specific features, tveonparative user-tests have been performed,
each involving two systems, as will be describethadiately below. The user tests involved

a relatively small number of test persons (10 topgBsons) and included various tasks to
perform within specific scenarios.

Web browsers (tested were Internet Explorer and ilMoEirefox) are important, as they
include some identity management functionalityatidition browsers are largely distributed
and used by experienced as well as non-experienser$. In this context the usability of
identity management functions is of general intetesIMS developers as well as privacy
experts and the general public.

The browser test shows that identity managemerdtiwms in web browsers can support the
performance of the main-tasks the users had in.n8edurity notifications remained largely

unnoticed by the users in both browsers testeder8@evest participants liked the idea of
privacy-enhancing software and could imaging payghteast a small fee for it. A number of
concrete observations and possible recommendatwrfsirther improvements are listed in

section 6.2.6. Concerning the selected criteriactimelusions are:

» ComprehensibilityThe test participants understood the concepisrefox better than
in Internet Explorer.

» Error preventionwas not really tested by the tasks, even if somublems with
Firefox are notable. Security indications went uroed in both browsers. Additional
inspection of the browsers can be done to assesd amount of context help,
meaningful warnings, and feedback is given befoneapy errors occur.

* Main task suitability Even if test participants were unused to relyorg auto fill
functions, there was not much that really obstietat could have been their main
tasks during an ordinary browsing session (whevapyi tasks are not the main tasks).

» Perceived controllability Participants perceived Firefox as an easily meahlg
browser; however, Firefox’s automatic completioriagiin data raised discomfort.

» Likeability.: Most test participants liked the idea of privagsotecting software so
much that they said they were willing to pay atstea small amount for such a
product.

The second test concerned history functions thatuers to remember what data disclosures
they have made earlier. Microsoft's newly releaBd® ‘CardSpace’ was compared with a
prototype from a research proje@ataTrackfrom the PRIME project). It turns out that the
existing product is very ‘card-centric’. The usare not only supposed to release data via a
card metaphor, but the release history can onlyréeked via each individual card. The
research prototype offers more general searchiimxtTest participants performed better in
the commercial product, but a majority liked therengeneral history function in the research
product. Again, almost all participants liked theea of identity management functions.
Section 6.3.7 summarises test results accordinitpeousability criteria developed for this
study. Concerning the selected criteria the conmhssare:

[Final], Version: 1.0 Page 10
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» Comprehensibility CardSpace’s user interface was generally easyesd with but
some things were hard to understand; e.g. the riisib transactions has to be
searched for in all the so-called InfoCards that @sed to group information. It was
also hard to understand what had been sent, awmhiéthing had been sent. PRIME’s
history function DataTrack contains more functitws even if users failed initially on
more tasks than when using CardSpace, they coutdgeathe added ‘complexity’ of
more search options (see also ‘Likeability’ below).

» Error prevention The test tasks did not provoke any direct ervanen testers used
CardSpace but see the caveat in the first bullet. FRIME, some test participants
asked for a Help file.

* Main task suitability This category must be reinterpreted when evaigatMS
history functions because for a history functioe timain task is the same as the
relevant IMS-related tasks. Test users thoughPIREME history function DataTrack
was suitable for its task. In CardSpace, the useds to open each card to see the
history of it. Also there is no search functionidesthe cards, so the user needs to go
through every transaction if he or she does notrmeber when the information was
sent or who it was sent to. Thus the CardSpacerkistinction is harder to use and
does not support identity management in the sanyeawahe PRIME history function.

» Perceived controllability CardSpace saves a lot of information about a data
transaction. Thus, the user has in principle cériver what data has been sent and
who has received it. However, the test and postegesstions showed that people did
not think they had good command over the histogordgs. The PRIME history
function also saves a lot of information about sadaansaction. However, the test
users felt more in control over the history funotimecause of the search functionality
within the DataTrack.

» Likeability. According to the post-test questions 3 of thep&2ticipants preferred
CardSpace over PRIME while 8 of the 12 test paudicts preferred PRIME over
CardSpace. Notable is that 11 liked the idea aftidlemanagement systems.

[Final], Version: 1.0 Page 11
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2 Introduction

In product development and design it has beensexhlithat aspects of usability play an
important role for many decades now. In the contxinformation and communication
technology (ICT) related products usability inciegly became an area of research in the
early 1980s, resulting in numerous scientific pedttions and even international standards. In
addition, the hard- and software industry is aivactakeholder in the context of usability, as
usability from an economic point of view is veryportant.

One of the success factors for multilayered andptextechnologies, such as IMS, is the
acceptance by the users of the technology itselbking at this, usability (not only with
respect to IMS) can be considered an integral compo Davis (1989) formulated this notion
in his Technology Acceptance Model (TAM), being qgmwed of the two main factors:
perceived ease of usmnd perceived usefulnes3o this regard, the latter factor (perceived
usefulness) relates to the degree to which a pdrstieves that using a particular system will
enhance his or her performance. Looking at IMS,irgl&-Sign-On (SSO) system would
enhance a user’s performance by reducing the nuofberedentials being necessary or the
process-time for log-ins, adding to a user’s pefoapf the SSO system’s usefulness.

Changing the perspective towards the first facfothe TAM (perceived ease of use), this
factor relates to the degree a user believes andaehnology will be free from effort when

being used. To this regard, usability of a techgylis essential. Looking at IMS, factors such
as the comprehensibility, perceived controllabjlity learnability are components to be
considered when analysing IMS, as they influenae plerception of their users. Among
others, these components are discussed in thig EBadtion 4.2).

Extending the model of Davis, factors such as peedecontrollability can be added as
additional constructs (e.g. alternative belief éas} or for examining antecedents and
moderators of perceived usefulness and perceived e& use. By doing this, in-depth
knowledge about the usage of IMS can be aggregatedysed, and formulated into models
and frameworks for enhancing their functionalityltitdately this also leads to higher
acceptance, especially with regard to complex teldgies such as IMS, and opens
opportunities for a greater diffusion of such teabgies into a given market.

Focussing on the mechanisms that foster the diffusif technologies, the Diffusion of
Innovations (Dol) theory by Rogers (2003) can bketaas reference. The theory itself
describes the process by which an innovation isnconicated through certain channels over
time among the members of a social system. In otleeds, the study of the diffusion of
innovation is the study of how, why, and at whaeraew ideas and technology spread
through cultures

Besides the adopters and the stages of adoptiagraseimportant characteristics for
innovations can be observed. The first characielistthe degree to which the innovation is
perceived as being better than the practice itrsepes. This is referred to as thative
advantage Next, thecompatibility describes the extent to which adopting the inriowais
compatible with what people do. Furthermore, tmnplexityis the degree to which an
innovation is perceived as relatively difficult ioderstand and use. Moreover, thalability

® For details on the Diffusion of Innovations theedycf. FIDIS deliverable D11.3, pp.49.
[Final], Version: 1.0 Page 12
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focuses on the degree to which an innovation magxperimented with on a limited basis
before making an adoption (or rejection) decisiBmally, the observability describes the
level to which the results of an innovation arehlesto others.

Looking at these key characteristics for innovagi@md applying them to IMS, the link to
usability as an important factor for the adoptioh IBIS in general becomes visible —
especially with regard to the following charactecs IMS should be designed in a way that
makes thentompatiblewith the way people work. Specifically, IMS shoulé integrated
into existing processes or technologies which cathem, so users do not need to integrate
them on a separate basis. This notion also retatesmplexityas IMS should be built in a
way that (almost) everyone can use them with atdichiamount of technical skills, also
making an IMStrialable for the focussed user group. Also being importantfostering
adoption, the usage of an IMS should be observablepn-users can easily see the benefit of
using IMS and finally experience thelative advantagdor using IMS, such as SSO, higher
security or privacy.

So, by closely observing the characteristics obuations and their resulting effects, models
for successful user adoption of an IMS can be dgesl. To this regard, usability seems to
play an important role for the adoption and ther wseptance, in order to make identity
management technologies a success. However, ircdhtext of user controlled identity

management tools and systems (‘type 3’ IMS, seeeBaMeints, Hansen (2005) for the

typology) test studies have not become widely kmoand comparative usability studies have
become available only recently.

This document gives an overview on establisheduati@in methods and criteria for usability,
and analyses which methods and criteria are stotedser controlled IMS. In this document
a selection of 12 IMS is taken from the IMS databasd tested with respect to usability.
The selected methods and criteria are appliedxifiusictional classes. These classes include
user controlled identifier management, policy mamagnt, form filling, context monitoring
and history management. The proceedings and thitgex this testing are summarised in
this document.

As background to the testing chapter, an overviavestablished methods for the evaluation
of usability of (ICT) products is given in chap®rThe selection of the methods used for the
IMS testing is described. In chapter 4 criteriadugethe usability testing of ICT and security
related products are presented and the selectigntefia suitable in the context of ‘type 3’
IMS is described. In chapter 5 the results of asiaty a number of systems with identity
management functions such as widely used intermewders, innovative identity
management tools such as anonymisation servicesiagtmty management tools, etc., are
presented. Chapter 6 reports two usability testsudimg two different aspects: IMS
background work during web browsing and IMS foregming when the user needs to know
what he/she has done during earlier web sessidrespiiocedures in detail and the results of
the pre-testing are documented in Annex 2 (chal@grChapter 6 summarises the results of
the testing, followed by the conclusions in chater

® The FIDIS database on identity management systéiwS database) is publicly available at
http://imsdb.fidis.net
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3 Methodology

Usability testing aims to evaluate products andliegfons, e.g. software systems, and
indicates suggestions for improvement. Resultscamtlusions of usability tests are based on
qualitative and/or quantitative data and theiristigal analysis. Usability testing combines

technical development and approaches from sodiahse in order to design products that are
usable for the intended target group.

In the following, a classification of methods foisability tests is given. There are
dependencies between some of the classes.

* Considering Time: Formative Testing vs. Summative &sting

A formativetestaims at quality assurance. Therefore the primasi ¢ an identification of
weaknesses during the development process of ansy&esults from a formative usability
test are used as input for improvements in fursieps of the system’s development (Tergan,
2000).

Summative testare applied to assess and compare quality, ingratiusefulness of systems
which are already in use. It is tested whether shstem fulfils defined expectations in
practice (Tergan, 2000).

» Considering Objectives: Explorative Tests vs. Assemsient Tests vs. Comparative
Tests

Explorative test@re applied in early stages of the developmentgafcThe aim is to learn
about thinking processes of users and the mentdelmdhat they have of a given system
design. Hence, it can be checked to which extethit mmdels match.

If a new system was designed, assessment tesan be done in order to check how well
users can perform tasks and to find any deficitth wegard to usability. Assessment tests
focus more on user’s performance than on thinkinoggsses.

In comparative test® system is compared with competing products geoto identify
strengths and weaknesses with regard to usaldiliig. kind of tests can be conducted in each
stage of the development cycle.

» Considering Scope: Full Tests vs. Tests of singleoatules/features

In full teststhe complete system is checked. For very compsbhersystems with a lot of
features such tests can become especially comptekrae consuming for the test user.

Tests of single moduldscus only on a few features of system which maybmparable to
other systems and should be re-engineered.

» Considering Environment: Laboratory Tests vs. FieldTests

The goal oflaboratory testss the measurement of the system’s usability umg$ined conditions.
Test users are confronted with typical tasks arskoked using usability lab equipment. Independent
variables can be easily monitored and interferiagables can be controlled. However, situations in
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such test are unfamiliar for the participants aray nmfluence their behaviour. Consequently, results
from laboratory tests cannot be transferred easictual environments where the system is used.

Field testsprovide the advantage of an authentic surrounttinghe participants of the usability test,
thus more natural behaviour is expected and resoltkl be more realistic. However, it is impossible
to know and control all interfering variables. Hendt is more difficult to find causes of and
explanations for usability problems which have ooed during field tests.

» Considering Participants: Experts vs. End-users

Expert-basedusability tests, also called inspections, involwperts “examining” a system
with reference to checklists or standards. Thesthoas are efficient especially for testing in
early stages of a system’s development proces= sixpert-based tests offer a good trade-off
between costs and the number of usability problemsd.

Usability tests withend-usersare usually more expensive in preparation. Howeliese
methods provide feedback from real users and loelgentify actual usability problems of the
target group of a system.

» Considering Objectiveness: Objective Measures vsuBjective Measures

Objective measuresuch as time to complete a task, and number ofsgan be collected
indirectly during usability tests by observatiordéor logging of users’ interactions with the
system.

Subjective measuresllect the participants’ opinion about a systeng, from questionnaires
or interviews.

3.1 Methods for Expert-based Usability Testing

3.1.1 Cognitive Walkthrough

A cognitive walkthroughs a method for usability inspection where expeaxdson behalf of
imagined users. Before the test starts, expertd teeagree on the imagined users’ profiles,
their experience and the tasks which should be wded. During performance of the tasks,
experts estimate users’ cognitive workload and fpatuis on the ‘ease of learning’ of the
systems (Barnum 2002). “A cognitive walkthrough mskexplicit the important design
decisions that have been made either implicithexplicitly in the process of designing an
interface and the implications of those decisioas the problem-solving processes and
learning by exploration.” (Lewis et al. 1990)

This method allows investigation of usability isswearly in the development process before
the system is tested by real users. (Lewis dt9%l0) proved in their study that almost 50% of
all usability problems which can be found duringpémcal tests with real end-users, can be
identified using the less costly and less time-oamniag method of cognitive walkthroughs. In
order to be effective, experts who have a backgtdarnpsychology and who are trained in
cognitive walkthroughs are required.
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3.1.2 Heuristic Evaluation

The method oheuristic evaluatioris — as its name implies — based on heuristicpeEs inspect a
system in order to find usability problems, whi@nde attended to in the next steps of development.
Relying on former studies, (Nielsen 1993) concludeg only five experts are necessary to identify
almost 75% of all usability problems. Hence, hegasgs having three to five experts for a heuristic
evaluation of a system is an optimal trade-off lestwvthe proportion of usability problems found and
costs.

General usability principles that could be usedHeuristic evaluation are for instance (Nielsen3,99
p. 20):

* Simple and natural dialogue,

* Speak user’s language,

* Minimise the user's memory load,
* Consistency,

¢ Feedback,

* Clearly marked exits,

e Shortcuts,

¢ Good error messages,

* Prevent errors,

* Help and documentation.

Heuristic evaluation is a cheap method considefingncial costs and time. This is especially an
advantage when these resources are tight and ajivaiy good results are needed. Since heuristic
evaluation does not include end-users, they mighthyuite different usability problems in addition

than these ones found by the experts. Howeverskiagcoming applies to each expert-based method.

3.2 Methods for User-based Usability Testing

User-based usability testing involves end-usermftbe intended target group. They may
interact with the system in question consideringegiworkflows and state their opinion by
choosing between proposed options or users mayldweed to test the system on their own
and formulate individual feedback statements. Edushows a plot, which gives an overview
about methods for user-based usability testing.vEmgcal axis indicates the degree of users’
liberty for feedback. The objectiveness of the exibn of data is represented by the
horizontal axis.
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Degree of users’ liberty for feedback
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Thinking aloud
Observation of
Focus groups behaviour
Logfile analysis
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»

low high Objectivity of data collection

Figure 1: Methods for user-based usability testingsource: Gorner, llg 1993)

A description of these methods, including theirattages and disadvantages, is presented in
the following section.

3.2.1 Thinking Aloud

The thinking aloud method requires participantserbalise their thoughts during interactions
with the system. By speaking out their thoughtgrsigive insight in to how they view the
system and what problems they have to work with it.

Since it is unusual to most participants to speadryethought out loud during interactions
with technical devices, they need to be continuopsbmpted to talk, e.g. by questions such
as ‘What are you thinking now?’ or ‘Is that whatuyexpected would happen?’ from an
experimenter. Due to the phenomena of ‘social dbsity’, users may feel that they need to
fulfil someone’s expectations, which adulteratesutes from this method. However, thinking
aloud is a good option to understand at which goaftthe system users have problems and
misinterpret dialogues or other elements of therfate.

Further variations of thinking aloud atenstructive interactiojretrospective testingnd the
coaching metho@Nielsen 1993, pp. 198).

3.2.2 Observation

Observation of users can be done with support dinieal means, e.g. by videotaping the
users during the usability test or by a human olesexrho takes notes about users interactions
with the system. The observer should not interiierthe user’'s workflow and not answer any
requests for assistance. After the user testishiga, notes or videotapes are analysed.
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Observing users can provide interesting feedbaokesithey might find workflows and
usability problems that developers would never hneeight of and that therefore would not
have been tested in experiments with detailed gldmyiven tasks (Nielsen 1993).

A disadvantage can be the presence of the obserwedeo cameras as unnatural objects in
the environment of users. They may feel contradled therefore their behaviour is influenced
by the test setting. Further, it is not easily jjassto conclude reasons for users’ behaviour
from observations. If videos are recorded and rteebde watched and analysed later, the
timely effort should not be underestimated. Babat Stanton (1996) assume “that one hour
of recording could require around ten hours of gsial. The analysis has to be manual.

3.2.3 Lodgfile Analysis

Recording logfiles is an option of technically soppd observation of users’ interactions
with the system that could be analysed in an autedhaay. A logfile contains information
about system events and user input. Analyses magider frequency of error messages,
frequency of use of functions, number of steps hiaae been necessary in order to complete a
task, etc. Eye tracking equipment also generatggde which can be easily summerised.

The advantages and disadvantages of observatidmodsein general, are also true for the
analysis of logdfiles (c.f. Nielsen 1993). From dhieal as well as from a privacy perspective,
users need to be informed about the logging ofr theiions. Hence, even if no additional
physical object (video camera, human observer)nistalled, users are aware of the
observation which may influence their behaviour.

3.2.4 Focus Groups

A focus group consists of a number of users — HrelEl993) suggests six to nine — who
discuss concepts and identify usability problente discussion usually lasts about two hours
and is run by a moderator who has a pre-plannepit ssfrwhat issues to bring up. However,
the moderator should not inhibit the free flow afmaments and ideas. Focus groups are
intended to bring out users’ spontaneous reactimsideas and let the moderator observe
some group dynamics and organisational issues.nathod assesses what users think about
a system. After the session, a report that suntbesgliscussion, the mood of the focus group
and includes quotes from the participants is writig the moderator.

Demonstrations for a focus group of systems thatdbexist yet can be made by oral
presentation, user interface animations, and derhiogeractive mock-ups.

Nielsen (1993) recommends to run more than onesfgeaup discussion since the outcome
of a single group may not be representative andlws the risk of overemphasising minor
issues of the system. Further, this method collesexs’ thoughts about what they need
instead of detecting real needs. In comparison @&houds that require technical settings
and/or detailed preparation of user tasks, focaapg are less costly.

3.2.5 Oral Interview

Oral Interviews are another option to gather usengressions and opinions about a system
as well as ask them about problems during a previest with the system in question.
Interviews can be used to collect quantitative a#i as qualitative data. The variants of this
method can be distinguished according to the foligudimensions (cf. Bortz, Déring 1995,
pp. 217-231).
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» Extent of structuring

o Fully structured: Order and exact wording of allegtions is given and
mandatory for the interviewer.

o Semi-structured: The interviewer has a road maptHer conversation with
regard to content and way of asking; however n@i@e questions are given.

0 Unstructured: The course of conversation dependsthen skills of the
interviewer. Merely the broad topic of the intewies given beforehand.

* Way of contact

o Personally: Interviewer and interviewee meet insparfor the conversation.
This allows for control of the concomitant circuarstes and the interviewer
can record also non-verbal responses (e.g. geseinayiour).

o Via telephone: Contacting the interviewee via tetape provides him/her with
more perceived anonymity than a face-to-face caatem. However, it is not
possible to work with pictures, graphics or exteasesponse options.

* Number of users involved

o Single interview: Interviews with single person® arecessary for sensitive
topics and in order to avoid responses that magraike be adulterated by
group pressure.

o0 Group interview/discussion: Group interviews arénea done in written form.
An exception are group discussions in which therinewer has the role of a
moderator and give impulses to the discussionderoto direct its topic.

3.2.6 Questionnaire

Questionnaires are a special kind of interview eitiey are in written form. All participants
get the same wording for the same question; how#veannot be ensured that everyone
assigns the same meaning to a term. Further, Wwiahhelp of written questionnaires it is
possible to avoid amterviewer biasi.e. participants are much less influenced bypiiesons
who conduct the questionnaire than in oral inteveie

Besides these advantages, questionnaires also $facomings. Since there are no

explanations from an interviewer, misunderstandofgterms and questions cannot be

avoided. There is no possibility for tailored ques$é based on the interactive discussion in
oral interviews. In addition, it is easier for peiiants to leave questions unanswered, thus
data sets are incomplete. If standardised respoptens are used, there is no space for
individual comments from the participants.

3.3 Scales for Quantitative Data Collection Methods

For collecting quantitative data from usabilityteea number of scales exist. In the following
we present the most popular scales. For more detailrefer to (Bortz, Doring 1995). Once
scales are developed for testing certain critesfaukability, these scales can be applied to
different software systems in order to ensure coaipbty between these systems. If only a
single system is to be tested, it is necessarg¢onormalised scales, i.e. the software system
in question is compared to the average valuesldfyatems that are considered during the
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development of the scale. Hence, available noredliscales are already tailored to the
aspects of usability that can be measured by ubemg.

3.3.1 Likert Scale

This type of scale was introduced by Rensis Lileerd aims to cover attitudes, preferences
and subjective reactions of test participants. &fuge clear statements are given and the user
has to tick the degree to which he/she agreessagdies with the particular statements.

Once the statements are carefully worded, Likeatescare easy to set up and therefore often
used. The number of items can be odd or even. dtiter loption is applied if a middle item
(neither agree nor disagree) does not make sensleefgtatement or if participants should be
pushed to take a decision. Figure 2 shows an exaafii@ five point Likert scale.

| like this software
() Strong agree
() Agree
() Neither agree nor disagree
() Disagree
() Strong disagree

Figure 2: Example of Five point Likert scale

3.3.2 Guttman Scale

Guttman scales are also used to measure usetsidatiitowards facts and circumstances.
Participants are confronted with several statem@mishing the same fact and should say
whether they agree or disagree with the stateriiémet.order of statements goes from the most
basic step by step to the most extreme. An exam@eown in Figure 3.

(1) Ithink it is important to take measures for protecting privacy.

(2) I think it is important to use software that supports protection of
private data.

(3) I use software to protect my private data.

(4) 1 update my software for privacy protection regularly.

Figure 3: Example of Guttman scale

Participants who agree to statement (3) for ingahave also to agree to (1) and (2), if they
give true responses. The critical point is to fittee right wording for statements in a
consistent order.
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3.3.3 Thurstone Scale

The Thurstone scale measures users’ opinion objadwr circumstances by letting him/her
agree or disagree on different statements relatethé same subject or circumstances in
guestion. Each of the statements is located bedoblby experts on an eleven point scale.
After users have decided about each given statertiesit personal opinion can be measured
by the underlying expert scale. The advantage isfgbale is that people are more used to
agreeing or disagreeing on concrete statementstthassess their own opinion on a scale
between zero and ten for instance. However, tharipoint is to find appropriate wording
for the statements and to validate the scale béhe of experts. Figure 4 shows an example
of a Thurstone scale for usability testing.

The software had many convenient features. yes/ no
| always found what | wanted. yes / no.
The software was hard to use. yes/ no

Figure 4: Example of Thurstone scale

3.3.4 Semantic Differential Scale

Semantic differentials are a special type of rasogle. Users get a number of bipolar pairs of
attributes and need to assess an object (e.g.aeitwy deciding for one or the other attribute
on a seven point scale. AttrakDiff (c.f. AttrakDiff008) is an example of a semantic

differential scale that is developed and appliedtésting usability and joy of use. Figure 5

shows some of the semantic differentials used ireRDiff.

Attraleﬁ L M Greeting M How it works M *'our Evaluation M Personal Data M Submit

Evaluation of the product Demo - A

With the help of the word-pairs please enter what you consider the most appropriate description for Demo - A
Please click on your choice in every linel

human technical
isolating connective
pleasant unpleasant
inventive conventional
simple complicated
professional unprofessional
ugly attractive
practical impractical
likeable disagreeable
cumbersome straightforward

Figure 5: Example of semantic differential scale (urce: AttrakDiff 2008)
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3.3.5 PET-USES

PET-USES is a questionnaire presently being deeelopithin the PrimeLife project. The
name is an acronym for Privacy-Enhancing Technologgrs’ Self-Estimation Scale and
covers such things as test participants perceiegdl lof control and understanding of a
system (i.e., a user-estimation of usability) a8l a® how they perceive the usefulness of the
system’s functions and, in general, if they like it

3.4 Applied Methods for the Study

Table 1 summarises the methods, which are descnib#ee previous sections. The column
“Participant” is restricted to the “main informanthere are naturally other people present
(i.e. participating in some sense) in, for instareé hink Aloud session or a Focus Group
workshop. Also for the “expert” methods, there nigh a test leader collecting protocols and
conducting interviews with the experts; an analysialso needed because the experts will in
many cases not give the same comments and recoratieeTsd

The word “users” is of course not meant as reatsjsehen there is only a prototype tested.
This word should in such cases be understood asdps from the intended future user

group”

Method Participants | Principle Main Advantage | Main
Disadvantage
Cognitive Experts Performing taskg Efficient and Experts with
Walkthrough on behalf of cheap background in
imagined users psychology
needed, no real
users
Heuristic Experts Inspection of Efficient and No real users
Evaluation system based on| cheap involved
heuristics
Thinking aloud| Users Verbalisation off Compare users | Permanent
thoughts during | thinking verbalisation
interaction with | processes with | unnatural for
system system design users
model
Observation Users Observe Learn about Difficult to
interactions and | users’ workflows | conclude reasong
reactions for behaviour
Log file Users Logging of Automated May cause
analysis system events andanalysis of privacy issues,
user input guantitative data | much raw data
possible
Focus groups Users Moderated Spontaneous Not
discussion of reaction, group | representative
concepts dynamics
Interview Users Asking users Non-verbal Interviewer bias
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about opinion ang

reactions,

problems Interviewer can
react flexible on
responses
Questionnaire | Users Asking users | Similar wording | Missunder-
about opinions | for all standing of
and problems in | participants, wording,

written form

automated

incomplete data

analysis sets

Table 1: Overview on established evaluation methodsr usability

The present study of usability of IMSs consistednad major parts:

1. Analysis of several systems to give there mainanttaristics as to their IMS functions
and their user interaction;

2. Collecting/conducting usability studies of a fewesific systems chosen on the basis
of the overview given in 1.

3.4.1 Part1 — Analysing IMS Systems

Part 1 used one HCI evaluator to read about themsgs install the systems, and finally do a
heuristics evaluation along five dimensions: corhpresibility, error prevention, task
suitability, controllability, and likeability.

These criteria for usability have been further etabed during the whole study, and the
resultant definitions are presented in the nexptdrasection 4.2. It should thus be noted that
in the detailed report in chapter 10, “Annex 2: iRissof the preliminary analysis”, somewhat
different definitions for the five criteria were efoyed. “Task suitability” was later redefined
(and limited) to Main task suitability”, i.e. it concerns only the IMS a facilitator of other
tasks rather than identity managemeet se Likewise “Controllability” had to be more
specific in its name — we have later chosen “PeeckControllability” — so as not to confuse
an evaluator to use it for an objective measureroépeople’s ability to control the system
and thereby overlapping the first three criteriacofmprehensibility, error prevention, and
(main) task suitability.

In part 1, “likeability” could of course only bedhexpert evaluator's hypotheses about how
actual users, or test users, of the investigatetésywould react emotionally to each system.

Part 1 is summarised in chapter 5, “Selection of idr the Usability Testing”, with a table in
section 5.4 presenting the main function of eac®.Il@hapter 10 gives a detailed account of
the findings of this analysis of IMS systems.

3.4.2 Part 2 — Usability Evaluations of Selected Sy stems

The methods used for the usability evaluations art R were mainly Think Aloud,
Observation, and Interview/Questionnaire. Howef@r the browser study, the experimenter
had to familiarise themselves with the systems famdl relevant IMS tasks which meant
doing cognitive walkthroughs and looking for pogsibsability traps.

The studies in Part 2 are reported in chapter 6atility Testing”.
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4 Usability Metrics

To assess the usability of systems, appropriateiceere needed as a basis for the

evaluation. Since usability is a hypothetical propef a system that cannot be measured

directly, it is necessary to break down usabilitipiits components. These components can be
further used to define a number of criteria, whielm then be applied to evaluate usability of

systems.

In the following, five models of usability and theinderlying components are presented. The
selection considers well known approaches (e.glsBiie1993) as well as usability models
that are described in more recently published rebgaapers (e.g. Seffah 2006).

At the end of this section, we select the critéviapply for the study on usability of IMS and
argue why we have chosen not to considered otladnilitg criteria.

4.1 Existing approaches

4.1.1 Usability model by Nielsen

Nielsen (1993), who is one of the leading expertthe field of usability, defines usability as

a quality attribute of a software system that esten how easy a user interface can be used.
He describes a tree-like structure where usahitg sub-node of system acceptability (cf.
figure 6). In Nielsen’s view a software systemssible if it fulfils the following criteria:

* The system igasy to learn How easy is it for users to accomplish basic sable first
time they encounter the design?

* The system igfficient to use Once users have learned the design, how quickiyticey
perform tasks?

* The system igasy to remember When users return to the design after a periodobf
using it, how easily can they re-establish profici?

* The system producdew errors: How many errors do users make, how severe asethe
errors, and how easily can they recover from therg?

* The system isubjectively pleasing How pleasant is it to use the design?
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System acceptability

Figure 6: A model of the attributes of system accegbility (Nielsen 1993).

4.1.2 1SO guidelines

ISO standard 9241 establishes general guidelinesefgonomics of human-computer
interaction. It contains a set of guidelines foemsiterface design originally described in part
10. As part of a major revision in 2006, they weraved to part 110.

They are:

1. Suitability for the task: The interface supports the user’s task effeotield efficiently.
Allowing easy navigation and emphasising the paftthe dialogue which are essential for
the task, contribute towards this goal.

2. Self-descriptivenesskEach part of the interface has to be explainebtha user needs to be
able to obtain information about it. This can b&iaeed through easily identifiable controls
and context-sensitive help.

3. Controllability : The user has to be able to control the direcéind speed of the process
leading to his goal.

4. Conformity with user expectations The interface should try to fulfil the user's
expectations. This can be obtained by considerivgg user's background and sticking to
generally agreed upon conventions.

5. Error tolerance: It should be easy for the user to recover frommrer Committing an error
must not lead to undefined states and incompreblensiror messages.

6. Suitability for individualisation : It should be possible to customise the intertacketter
suit the user’s needs, expertise, preferencesamneint task.

7. Suitability for learning: Learning to use the program should be assistddauilitated by
design.

This set of heuristics is quite general and appledo a wide range of systems in which
human-computer interaction is a concern. To suéagssmplement it, it is important to
consider the specifics of the project as many efghidelines are relative to the user and the
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task. While they were originally meant to aid systdevelopers with the design of usable
systems, these guidelines are also successfullyl @ a benchmark for usability.
Furthermore, being part of an international, Eusspeand in many countries national
standard, they have been strongly influential fathidesign and evaluation of usable systems.

4.1.3 Freiburg guidelines for security tools

Usability for security-related systems has beertalisred to be a special case. In their
influential paper, Whitten und Tygar (1999) obsenthe failure of traditional usability
engineering in the field of security: Although tdesigners of the evaluated PGP encryption
tool observed the rules of classic usability, teera committed severe security compromising
errors. The authors identified five special projsrbf security:

1. Unmotivated user property: As a secondary goal, security is not the main. thble user
is unlikely to invest a lot of time and effort.

2. Lack of feedback property: The user needs precise feedback to make wellrrddr
decisions, but security configurations tend to bmglex and are difficult to communicate to
the user efficiently.

3. Abstraction property: Security concepts often use sets of abstract.riileet makes them
hard to understand for laypeople.

4. Barn door property: “The futility of locking the barn door after theotse is gone”
(Whitten und Tygar, 1999, p.3): Once committed,eausity critical user error cannot be
undone. Once unprotected, a secret is gone.

5. Weakest link property: The security of a system is only as strong aséakest link. So
the user must be guided through all relevant mdrtés security configuration.

Building upon the I1ISO 9241-110 guidelines for dgale design, Gerd tom Markotten (2004)
proposed a new set of guidelines that take theseiapproperties of security into account.
They are shown in table 2 next to their ISO coy@gs.

ISO 9241-110 Freiburg guidelines

Error tolerance Error prevention

Suitability for learning Ease of use for first-rsers
Suitability for the task Task-suitability for lagpple
Conformity with user’s expectations Conformity hiiser's expectations
Self-descriptiveness Self-descriptiveness
Controllability User guidance

Individualisation
Trust

Table 2: ISO-Guidelines and the Freiburg guidelinegor security tools
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The reasons for these changes are outlined irotloeving:

« Error prevention: This central guideline replaces I1SO’s error tafere: Errors have to be
prevented as far as possible and the user is wamhed an action is potentially security
critical. This has to be ensured to take the ‘tdoar property of security into account.

 Ease of use for first-time usersAs security is only a secondary goal, it canreibsumed
that users are willing to spend time learning titerface. Therefore learnability is replaced
with the demand to make the first use of the diaéo@s intuitive and understandable as
possible.

» Task-suitability for laypeople: In a similar vein, task-suitability should be égibly
focused on laypeople: No expertise in securitydsstan be expected from the user.

» User guidance Controllability and Suitability for individualigeon are two problematic
guidelines when talking about security tools. E tiser can freely move through the interface
and deactivate warning messages at will, it islyikihat a weakness in the security
configuration is not brought to his attention. Ag tweakest-link-property states, this lowers
the security of the whole system and is for thigsom unacceptable for secure usability.
Instead, the user should be guided step-by-stepghrimportant interactions.

» Conformity with user’'s expectations and Self-descriptiveness These are both kept, as
they are fully applicable to secure usability.

 Trust: This newly added guideline is necessary, becatieeomostly invisible results of
security tools. The user cannot possibly see ifef@mple, the antivirus software stays quiet
because there are no viruses or because it imgustetecting them. To achieve a subjective
feeling of security, it is for this reason impottan achieve trust. This can be achieved
through constant and precise feedback about tlkaldetel of security.

These guidelines can be used in design but alsosas of heuristics to measure and evaluate
usability of security tools. This flexibility as Weas closeness of the guideliness to a well
established standard should make them easy to einbecdxisting usability engineering
procedures.

4.1.4 Enhanced usability model

The enhanced usability model developed by Abraal.@s based on an analysis of a number
of usability models, e.g. Nielsen (1993), Dix (199&nd the I1SO 9241 Guidelines.
Additionally it is emphasised that further appraastowards usability for instance from other
standardisation organisations refer to security asability factor as well (cf. Table 3).
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ITSEC Information Technology Security Evaluationit€nia.

Standard IEC 300 presents software as securitigadrit

ISO 13407 (1999) describes human-centred desiga msiltidisciplinary activity
incorporating human factors and ergonomic and tieahrknowledge with the
objective of raising efficiency and effectivenessproving human working
conditions, and opposing possible unfavourablecesfef use on human health,
security and performance.

ISO/IEC 9126 defines security, which is a sub-ctigmstic, as a set of software
attributes which relates to its ability to prevembauthorised access, whether
accidental or deliberate, to programs and data.

Security is a characteristic of CHI, which is peutarly important in an industria
context (FAA. 1998).

Table 3: Security as usability factor (Abran 2006)

Abran et al. specify five factors of usability imeir enhanced model:

» Effectivenessas a percentage of tasks achieved per unit of time
» Efficiency measurable by time spent on errors and numbetiletifcommands,

» Satisfaction quantified by the number of times that users esgrtheir frustration,
favourable and unfavourable comments,

» Learnability described by the time that people need to leauséothe system.

» Security includes access controllability, data corruptioevention and data encryption
as capability of the software system to protecadsd that unauthorised persons or
systems cannot read or modify them and authorigsggops or systems are not denied
access.

4.1.5 QIUM model

The Quality Integrated Usability Measurements (QJUNbdel by Seffah (2006) describes an
integrating model of usability. It provides a catsnt framework for understanding and
measuring software usability by specifying usapiictors, criteria and metrics.

As a starting point the QIUM Model specifies terstahct factors for usability. Those factors
were selected based on the analysis of earlieilitgabodels and standards, for instance the
approaches presented above. The ten factors aegddBSeffah (2006) are:

» Efficiency: the capability of the software product to enablersiso expend appropriate
amounts of resources in relation to the effectigsrachieved.
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Effectiveness the capability of the software product to enaldera to achieve specified
goals with accuracy and completeness.

Productivity : the level of effectiveness achieved in relatiorihte resource (i.e. time to
complete tasks, user efforts, materials or findnmat of usage) consumed by the users
and the system.

Satisfaction the subjective response of the user while usiegfavare product (i.e. is the
user satisfied).

Learnability : the ease with which features required for achig\particular goals can be
mastered.

Safety. whether a software product limits the risk of haio people or other resources
such as hardware or stored information.

Trustfulness: whether users trust a particular system in i&s us

Accessibility: the capability of a software product to be usggérsons with some type
of disability (e.g., visual, hearing, psychomotor).

Universality: a software product accommodates a diversity efsuge.g., local culture is
considered).

Usefulnessa software product actually helps users to smed problems.

The QIUM Model breaks down the ten abstract factots 26 sub-factors, which are more
concrete and measurable e.g. via metrics (cf. Be2@06). Those sub-factors are called
criteria. In contrast to the models that are presgkrmbove, QIUM includes privacy as a
particular criterion. By means of a factor-critematrix, the relationship between the ten
factors and the 26 usability criteria is indicat&ter collecting data and evaluating specific
criteria, the matrix is necessary to re-abstraoinfithe particular results to a more overall
usability assessment of the analysed system.
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Factoss
Time Behavior + +
Resousce Utilization + + +
Afttractiveness + +
Likeahility +
Flexihility + + + + +
Ainimal Action + + + +
Alinimazl Memory Load  + + + + + +
Operabdity + + + + +
User Guidance + + + +
Consistency + + + + +
Self-Descrptivensss + + + +
Feedback + + + +
Accuracy + + +
Completeness + +
Fault- Tolerance + + +
Fesource Safety +
Feadabelity + +
Controllabdity + + + +
Nawvigabulity + + + + +
Simplicity + + +
Prrvacy + + +
Secunty + + +
Insurance + +
Famuiliarity + +
Loading Time + + + +
Appropriatensss + + + +

Table 4: Relationship between factors and criterigSeffah 2006)

4.2 Usability Criteria for the FIDIS study

The scope of this deliverable is to investigate ukability of several identity management
systems by conducting a summative evaluation. Far évaluation, criteria are needed that
reflect a privacy and security aware view on usbilt is neither manageable nor intended to
apply a comprehensive list of usability criteriadaaccording metrics, e.g. such as the list
from QIUM, to all of the selected systems. Howewkriing our evaluation, we focused on a
few particular criteria that stood out as particiljfarelevant. These criteria were assesaed
posteriori for each system to be able to compare them. Thetia were further refined
during our study on usability of identity manageingystems and are presented in their most
developed forms in the following paragraphs.

4.2.1 Comprehensibility

Identity management and other systems as well pseiad metaphors that encapsulate
complex concepts and are intended to make them moderstandable to the user. For
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instance the idea of “partial identities” is usedseveral identity management systems in
order to describe the concept of having several sepersonal attribute€omprehensibility
investigates whether users are able in generahdenstand such underlying concepts of the
human-computer-interactions as these are presémtede system. If users are not able to
understand the concepts, they will in consequetéd@ able to use the system in the right
manner.

4.2.2 Error prevention

Identity management systems are responsible fggastipg users in managing and disclosing
personally identifiable information. If errors hagypand such private data is unintentionally
disclosed, this mistake cannot be made undone., Thushe assessment of the usability of
identity management systems it is important to i@T€rror preventioras a criterionnstead

of just error correction or toleranderror preventioncaptures whether the user interface of an
identity management system provides context-seesitielp, meaningful warnings and
feedback before privacy-critical errors occur.

4.2.3 Main task suitability

Identity management systems are important for pvesg user’s privacy. However they are
mostly used to fulfil that as a secondary purposdesthe user's main intention is another
one, surfing on the Internet or buying something ateb shop for instance. Therefore identity
management systems’ interfaces should especialgblenusers in carrying out tasks
effectively and efficiently. This means providingsy navigation and indisputable user
dialogues for instanceMain task suitability describes the capability of the identity
management system to enable users to fulfil tasik waccuracy and with appropriate
amounts of resources.

4.2.4 Perceived controllability

Since user-controlled identity management systamsnathe scope of our this study, a focus
on controllability as a criterion for usability dhe selected systems is needed. From a
usability point of view it needs to be investigateat only whether the user really is in control
of the system, its features and functionalitied,adiso if he/she had the impression that he/she
controls the system. Thuserceivedcontrollability indicates whether a user feels, that he/she
is in control of the identity management system igmélinctionalities.

Note: Tthe last sentence stresses the user expenather than an objective measurement of
people’s ability to control the system — thus itedonot overlap with the previous three
categories. (This condition was not used in théyaigin section 5.4 and annex chapter 10.)

4.2.5 Likeability

Usability is always subjective and a user-dependstribute. This is true for identity

management systems as well as for any other apiphcéikeability captures users’ overall

impression of the identity management systems awestigates whether users like the
systems in general and, e.g., would spend some ynonet or recommend the IMS to

friends.

[Final], Version: 1.0 Page 31
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

4.3 Criteria not used in the study

4.3.1 Learnability

We have not used the notion of “learnability”. Aiacy-enhancing IMS must be rather
intuitive to use, because IMSs and IMS featured déh possibly sensitive data and if the
user makes mistakes once, data disclosure canmoate undone.

Admittedly, one may think that users do not usew tMS for the most sensitive information
at first, thereby any necessary learning may ta&eepbefore full understanding of the system
is required (cf. our comparison of two web browsarshapter 6 where test participants had
to execute the same tasks on both browsers; leam@s quick). However, it is not evident
that all users are always able to estimate whakeaeecritical personal information (currently
and in the future), and therefore we do not incltlie “Learnability” among our criteria as
comprehensibility (and thus correct use) is impuarteom the start.
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5 Selection of IMS for the Usability Testing

Based on the FIDIS IMS database a wide range ofsIMi&e analysed to find out particular
functions that various developers have found egddntbe included into their software. Not
all systems include all functions. Therefore, todst the usability of IMSs a selection of
systems for deeper analyses was made by inspesyistgms both for functionality and
usability.

5.1 IMSs Analysed

The following twelve systems have been analysedh watspect to the functionality they
provide as well as the usability of these functions

* Privacy Bird

« Tor

« JAP

* iJournal
« PiMI

* Opera

» Safari

» Firefox

* Internet Explorer

» CardSpace

* PRIME History function
* PRIME IPV3

The PRIME project has produced several prototypesis process relied on an evaluation of
an html mock-up of the history function, while tfieal delivered prototype, IPV3, was
assessed as concerns other functions.

5.2 Criteria and Methodology

The analysis of the different IMSs was performedhia following manner. We appointed an
assistant familiar with usability testing but Idamiliar with IMS systems to use the different
systems to be sure that functions claimed for teaysvere also reachable for a non-expert.

In short, the workflow for each IMS has been:

Finding facts about the IMS

Installing the IMS on a local computer

Understanding how the product works (instructidredp files, trial and error)
Classifying available functions

Usability probing based on simple inspection of & systems

Compare to usability criteria of section 4.2

oukrwpnE
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5.2.1 Finding facts about the IMS

The facts (about individual IMSs) which this studybased on are mostly taken from the
different IMS websites or from help files. Natugalthese sources may give a too positive
view of their own software.

5.2.2 Installing the IMS on a local computer

During this study some of the IMS were problemé&tiinstall. This is both a problem for the
usability of the product and a problem for our emdibn as we have a time restriction.

5.2.3 Understanding how the IMS works

A lot of time was spent using the product, espgclahrning by trial and error how it worked,
how it was supposed to be used, etc. This was@e@nnecessary step in order to be able to
classify the functions in a proper manner in thet séep (5.2.4).

5.2.4 Classifying available functions

In the study information about availatfienctionsof each IMS is collected. In the PRIME-
project (Privacy and Identity Management for Eujopeme functions or “characteristics” of
what is called “user-controlled identity managemeystem” are mentioned. These
characteristics have been used as a basis whegodateg available functions within the
evaluated IMSs. They are described in the follovengsections except for two, namely “user
interface” and “user control”, because these atdurtions butaboutfunctions (and belong
in the present context to the section about usglaititeria).

The texts below (5.2.4.1-5.2.4.6) are taken fromRIRIME website (PRIME General Public
Tutorial v1, 2008).

5.2.4.1Role and (partial) identity management

“The primary functions of a user-centred identitgmagement system are creating, managing,
manipulating and deleting of digital partial ideies and the corresponding roles of a user.
The manipulation of a partial identity includes ey deleting or changing some of its
attributes, such as the postal address, the eaddiless, or the hobbies of the user. These
attributes can be filled in by the user or — in socases — automatically configured by the
system. For these partial identities and the cpmeding roles unique pseudonyms are used
as identifiers. These pseudonyms make it easieaitidle and to reuse partial identities.

It is important that the personal data disclosetheyuser cannot be linked with attributes this
user uses with other partial identities. In caseswth linkability, the identity management
system should inform the user and point out whiatachre linkable, to enable the user to
avoid linkage between his partial identities.”

5.2.4.2Authentication management

“Additionally, identity management systems suppauthentication and access control. In
contrast to identification, authentication is therification of a given identity of a user
accessing a computer (or indeed of an applicatiora ccomputer accessing a second
application or computer). The verification is ogerhby showing a certificate and attributes
such as a key, a password or by having some masleAs soon as a user has authenticated
himself to a system, he gets access to the seffAmse mechanisms are intended to prevent
unjustified use of a service. A special case oheutication is the single sign-on, which
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enables a user to authenticate himself just ondetla@reby gain access to the resources of
multiple service providers”.

“The standard functions of an identity managemsstesn concerning authentication and
access control are:

» Support for access management (or enabling singtees for each session between
the client and the service provider) in order tbageess to services of the service
provider.

» Support for digital signatures. Digital signatuees digital data, which can be
attached to an electronic file or message, androoits authenticity and integrity as
sent by the user's computer, therefore guaranteéleegorrectness of data in
messages, documents, e-mails or contracts.

» Support for password management in order to ertablaser to manage his login data
including his login name, the corresponding pasdwand the URL of the service
provider.

Of course we must remember that the user has o lkisgpassword secret for authentication
to work effectively.”

5.2.4.3Form filling

“If the user is browsing the World Wide Web andngsiveb services, he often has to fill in
data on a digital form. In this context, identitanagement systems offer the function "form
filling". The form filling supports the user by amatically filling in entry fields with pre-
configured data, or else by making suggestionsd&ia to fill in. We can distinguish two
categories of form filling. In the first case, tHata is filled in only for a particular form of a
particular web page. In the second case, the typach entry field of a form is identified by
categories: frequently-requested data such as nadugess and credit card number can be
filled in automatically, or can be suggested to tiser as possible data to use. In principle,
data which have been filled in former sessionsstweed on the computer of the user and the
user can manage these data. Some service provifiershe possibility to store personal data
such as the delivery address of the user. If tler ascepts this offer and hands over the
storage of these data to the service provider, ligeno longer exercises complete control of
his personal data.”

5.2.4.4Policy management

“A further additional functionality of an identitynanagement system is that of policy
management. In this context a policy is a guidelt@ncerning disclosure, use and
manipulation of data, especially user-specific peas data. These policies are necessary,
both for the user and for service providers likeldand.com. A special case of a policy is a
privacy policy, whereby the service provider detes which data he will store for which
purposes and to what extent he will make use cfeltata after the transaction has finished.
The possibility of looking at these policies isligad by the function of policy management
within an identity management system.

Besides this, the policy management function gitiesuser control of the use of his personal
data, because in each transaction case he canagiesagree with the use of the data as the
service provider, e.g., bookland.com, suggestshierefore, on one side the user determines
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which personal data he transfers to which servioeiger for which purpose. On the other
side, the service provider also determines whidha #a needs from a customer and how he
will use them e.g., how long he will store thesead®nly if the policies of the customer and
of the service provider match each other are tht&a deansferred. At present policy
management can take advantage of standard terimedidfy the platform P3P (Platform for
Privacy Preferences); only in this case can therarty automatic recognition of whether the
user's and the service provider's requirementsimatdurope, we can observe the trend that
more and more Internet service providers are usBfg’ [...].

5.2.4.5Context-monitoring

“To help the user to handle his digital partialntges according to his current situation and
activity, the identity management system shouldabke to identify the context of the user
automatically. The context-monitoring component af identity management system
identifies contexts within the application or tlensce the user interacts with. In the case of a
context switch, the identity management can acttwo ways: either it makes some
suggestions for further activities to ensure thegay and security of the user, or else it takes
action autonomously to this end.

To enable this, the system must offer the possililf specifying contexts and of determine
how the user can navigate through them.

One example could be when the user is shoppingi@nthe system could, for example,
suggest that after having bought an item the usgcls identities so that he can browse
anonymously, and then if he decides to buy furiieens the system could raise the possibility
of returning to the previous identity to get thewua discount on his purchases.”

5.2.4.6History management
The phrase ‘history management’ refers to the memagt of records of past events:

“The user typically transfers some personal datanduthe interaction with a service
provider. The history management of an identity agement system gives him the
possibility to go back and review all the data res lransferred to a particular service
provider. The history management component thegellmgs all transactions with a service
provider, and keeps a record of all personal datasterred. The history management is able
to present the data transferred, and the contexsdfansferral, to the user. However the
history management does not log the content dataisler discloses, for example during his
interaction with a chat partner.

The history management helps the user to keep thekich personal data he has given to
which communication partner in which context.”

5.2.5 Usability inspection of the IMS

In the process of analysing different IMS systemsssible usability problems were also
noted. Not every potential problem has been notetis report as this was just a preparatory
step for selecting a few systems for more extenssability testing.
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5.3 Usability criteria

The focus in the evaluation is on thsability of the IMS. To be able to compare the systems
and estimate their usability we need some critdriee usability criteria developed in course
of this evaluation are found in section 4.2: “UsipCriteria for the FIDIS study”.

5.4 Results of the Inspection

Details of the analysis are found in the appendiapter 10), while the following table gives
the available functions within the IMSs inspected.
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Privacy
Bird

Tor

JAP

iJournal

PiMI
Opera

Safari

Role and (partial) identity
management

Only anonymisation

Only anonymisation of http-
and DNS-traffic

Only history management

Allows multiplelogin
identities, but no identifier to
each login (e.g. pseudonym).
The user cannot handle

Authentication
management

D3.13

Form filling Policy management

- Yes, its main
functionality

Password manager (e.g.Form filling function -
remembers usernames called “Wand” (data

and passwords)

personal data, only login. Uses

certificates to verify websites.

Identities can be configured.
(but does not assist use of
pseudonyms and
“Linkability”)
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Manages login and
passwords (also
certificates and
credentials)

configurable within
Opera)

“Form AutoFill” -
completes online forms
from address book
(configurable) or previous
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Context monitoring History
management

System suggests

activities when user is
in wrong context (e.g.
mismatch of policies).

- iJournal tracksadat
transferred by the
user via a local
http-proxy and
provides analysis
and reporting
functionality

Identifies both context -
within Opera (help

files) and on the service
side (user been here
before)

Identifies both contex -
within Safari (help

files) and on the service
side (user been here
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Role and (partial) identity
management

Firefox -

(No configurable data within
Firefox)

Internet -

Explorer (No configurable data within
IE. No multiple login for
single website.)

Card Allows multiple digital partial

Space identities by creation of
multiple cards; User chooses
from her set of cards (partial
identities) which data to revealcards.
to the respective receiver.

PRIME Allows multiplelogin

(two identities with an identifier to

system$) each login (e.g. protection

level). Also uses certificates,
linkability etc.

Authentication
management

Form filling

forms.

Facilitates password  On text field level this

management (also mainworks automatically.

password on local There are add-ons for

computer). more advanced form
filling functions.

Facilitates password

management (login and from earlier fillings, but

certificates) cannot configurghese
data within IE.

Form filling works on text
field level.

N/A because the
CardSpace concept
presumes servers sends
passwords for particular questions to the user’'s
CardsSpace client.

No separate logon
within the application.
Possibility to set

Facilitates Yes, but in this prototype
authentication and the link toconfigureform
password management filling data was not

(login and certificates) implemented.

D3.13

Policy management

Can remember login data Policy “summary” can

beaskedfor, but no
matching, only read

policy.

User decides how many f the user is asked for

and which cards to
transmit to partner
website; Besides

provider, optional
information can be
negotiated for.

Table 5: Functions available in the analysed IMSs.

"IPV3 April 2008 and history function mockup 2006
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Context monitoring History

management

before)

Identifies both context -
within Firefox (help

files) and on the service
side (user been here
before)

Yes, both within help
files and on service
side.

History function
personal information on with information
a website, CardSpace about receiver

automatically suggests website, time, date
necessary data which is the most-used card for and the type of data
requested by the servicethat website if it has

sent (but not the

been visited before. data itself)

Yes, PRIME IPV3 is
able to identify context.

History function
with extensive
search function
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6 Usability Testing

6.1 Introduction

The analysis of IMSs reported in chapter 5 indidatieat web browsers have some IMS
functionality and as this kind of software is ussdmost Internet users, a usability test was
designed to gauge the usability of identity manag@mfunctions of web browsers.

Furthermore, as the more advanced ‘type 3’ IMS tionality has barely been implemented

in everyday software, we include an account of mmarison of one new system and one
research project system in prototype form — thepgammon concerned the history functions of
these advanced IMS systems. Such functions wilvgroimportance the longer a user has
used the system and therefore system developetisetedgorate experimental tests rather than
field reports they cannot have in order to undedsthe user requirements for such functions.

Section 6.2 reports a comparison between InterxglioEer and Mozilla Firefox while section
6.3 compares the history management functions nd&}mce and a prototype of the PRIME
history function called “DataTrack”.

6.2 Comparing two Web Browsers

Two web browsers were tested in the beginning oy RI208 — Internet Explorer and Mozilla
Firefox — with respect to their identity managemduanctions. Altogether 10 people
participated in the test (called P1-P10). The afnthe test was to see how ordinary users
interpret these IMS functions and to compare tistesys usability.

6.2.1 Approach

The usability test of Internet Explorer and Firefegre made on a portable computer in the
participants’ home environment. Each test sessias performed in the same way - split in 5
different parts.

Introduction to test
Agreement
Questionnaire
Usability test
Interview

arwNPE

6.2.2 Introduction to test

Prior to the test each participant were introducetthe usability test by listening to a text read
by the test leader. The introduction text infornaéout the following:

“Karlstad University is a partner in different @nbational projects working on ways to
increase people’s anonymitywhen using services on Internet. Internet useasele

digital traces whershopping chatting, or searching information, etc. If these traces
are put together the user is profiled to an exteait he/she perhaps not at all like.

Some digital traces are left with the usdti awareness e.g. address data or credit
card number when shopping on Internet. But sometitine user isot aware of leaving
traces, and not aware that these traces can beeceanto them (e.g. search words,
cookies, IP-addresses etc)
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The goal of this study is to look at some existivays to protect users’ privacy on the
Internet to see if it is possible to increase ugemgacy even more. Your participation
in this study is therefore important and helpful!”

In this way, all participants got the same inforimatprior to the test. Also an agreement was
signed by each participant prior to the test.

6.2.3 Pre-test questionnaire

The pre-test questionnaire contained 9 questiaatstiie participants answered by themselves
prior to the usability test. The aim of the questiaire was to get information about the

participants’ previous knowledge and Internet tml#dnother purpose was to be able to group
participants according to their age, sex etc. Tiesstions and multiple choice alternatives are
summarised below (in the actual questionnaire a#ehnative was preceded by a check box):

1. Your sex: Male; Female
2. Your age: 18-25; 26-35; 36-45; 46-55; 56-65; 66-

3. Your highest level of education: Compulsory (9¥)gh school (3 yr), University (at
least 3yr), (other)

4. How often do you use Internet? Every day, Few timeseek, Few times a month,
Few times a year, (other)

5. Which web browser have you used (previous expeeieoiy? Internet Explorer,
FireFox, Opera, Safari, (other)

6. How concerned are you about privacy protection wiéng e.g. Internet?
O Not concerned, “I feel safe”
O Somewhat concerned. | think about it, but do notgmt myself
Really concerned

I have not thought about privacy issues prior ttato

0]

O

O

7. How often do you read Privacy policies on websgemternet?
O Always

O Occasionally (now and then)

O Never/Seldom

O | don’'t know what a “Privacy policy” is

O

8. Have you ever (earlier/prior this test) made anyirggs to protect information about
yourself?

O Yes

O I have tried but not succeeded
O No

O Ol don’t know
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9. Try to give examples of factors that influence ytrust towards websites you visit.

6.2.4 Usability test

The purpose of the usability test was to see hoW ‘wedinary” users can interact with the
IMS, to see if there were any difficulties in theage etc.

The usability test included different parts:

1. Scenario

2. Fictive user identity
3. Tasks

4. Ongoing interview

Scenario
To prepare the participants for the tasks a scemeas presented:

“You are going to test (use) two different toots fanaging digital identities on the
Internet - Internet Explorer and Mozilla Firefoxhdse tools help you to e.qg. fill in web
forms, remember your login data (passwords) etc.

Imagine that you often use the Internet e.g. td,dflag, email and shopping. You have
several “accounts” on the Internet e.g.

* Two Email-accounts
o Work
o Private
» Bookshop accounts
o www.adlibris.se
o www.bokus.se
0O Www.amazon.com
* Blog-accounts
o “Training”
o “My garden”
Thus you have at leasteven different accounts (different digital identities) all
demanding login data.”

Fictive user identity

To facilitate the usability test the participanterer given a fictive user identity to use during
the test. The made-up user identity included naexeress, phone number and login data
(user name and password) to three different webtats (Bokus, Hotmail and Funbeat).

Tasks

After the scenario and fictive user identity hadmeresented the participants were given
seven tasks to perform on the computer, each taistemdown on a paper. The users were
verbally informed about what to do and were aldovad to ask the test leader if there was
something not understood. The tasks were:

Task 1

Your first task is to make settings in your browgeirefox/Explorer) to make itemember
your login data (to facilitate login). How do you make these sefti?
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Task 2

Visit your account at www.bokus.skogin and check that your phone number is coriemg
out when finished.

Task 3
Visit your training diary (www.funbeat.y@nd read the latest news. Log out.

Task 4
Log in at hotmail (www.hotmail.cojrand look if you have any new emails. Log out.

Task 5

Go back to your account at Bokus (www.bokus.aed check that your email address is
correct. Log out.

Task 6
Go back to your account at Funbeat (www.funbepagain. Log out.

Task 7

You have visited different websites and thus leftesal digital traces. You want to end your
Internet session and do not want any other usémguke same computer after you) to use
your login data or see which websites you havetadsiHow do you deleteyour digital
traces? [This to be understood as local deletion.]

These seven tasks were performed for one brows#reatime, thus all seven tasks were
repeated when testing the second IMS. Half groupaticipants started with Internet
Explorer then continued with Firefox, while the ethgroup of participants started with
Firefox and continued with Internet Explorer.

Task-related questions during the test

When the participants performed the tasks statemlealsome questions were asked in
connection with some specific task. These quesiveTe:

Question 1(aftertask 1was performed)

How was it to make the browsememberyour login data? (easy/hard/other)
Question 2(aftertask 5was performed)

How was it to login when yaeturnedto Bokus? (easy/hard/other)
Question 3(aftertask 6was performed)

How was it to login when yaeturnedto Funbeat? (easy/hard/other)

Question 4(aftertask 7was performed)

[Final], Version: Error! Reference source not found. Page 43
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

How was it tadeleteyour login data from the browser? (easy/hard/ojher

Question 5(aftertask 7was performed)

Did you notice anything during the test indicatititat the web browser was “secure”.
Explain!

6.2.5 Post-test interview

After both browsers had been tested the participavdre interviewed. The aim of the
interviews was to get more information (detailspatbthe users’ experiences of the IMS
functions and the concepts connected to this kirfdractionality.

Altogether 17 questions were asked out loud andatissvers were written down by the test
leader (and later translated into English to comicate the data within the research group).

1. What is your spontaneous commaftér using these two web browsers?

2. Was there something that was hrdio?
3. Was there something that was etsglo?
4. Were there any words or phrasiest you did not understand (recognized)?

5. Was there something that you missedhat would have made you more safe
(secure)?

6. Which of the two browsers made you feel sédecure)? Why?
7. Which of the two browsers inspire most ttugthy?
8. Would you buya product that can protect your privacy when usmernet?

9. How much are you willing to p&ayr such a product? (e.g. compare price to a simila
product)

10. How easy was it to reugeur login data in Internet Explorer?
(Feedback to task 6 & 7 in usability test)

11. How easy was it to reugeur login data in Firefox?
(Feedback to task 6 & 7 in usability test)

12. What do you think about the available functiisd you miss any functions? Was
some function superfluous?

13. Can you mention something that would have niadasier to note when you are
anonymous/not anonymous when using Internet?

14. What determines if you trust a website or not?
15. Can you give any examples of things/words ybatthink inspire trust?

16. Was there anything during the test make yoic@dtyou were protected or not, e.g.
when logging in at websites?

17. Which of the two browsers did you like best?

6.2.6 Summary of test result

This section presents a summary by the test leafdéne result from the usability test of

Internet Explorer and Firefox. The following sectioontains a table compiled by PRIME
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HCI researchers indicating evaluation accordinghe® usability criteria developed for this
FIDIS deliverable (cf. section 4.2).

1. Problems occurredwhen participantsnade settingsin Internet Explorer. E.g. 7 out
of 10 participants could not make “remember”-sgtim Internet Explorer (even
though six of these participants had Internet Exgrlas their default browser).
Noticeable is also that 9 out of 10 participantemetable to make “remember”-
settings in Firefox correctly, and five out of teelhad never used Firefox before.
This could be an indication that Firefox is easteuse than Internet Explorer.

2. Firefox was generally experienced as #asiest browseito use, but participants also
thought there was sk to use it because Firefox revealed all login data
automatically (pre-filled) and therefore data can be misusedthgrs. Some
participants preferred simplicity (ease of usepbefrivacy.

3. AutoComplete (in Internet Explorer) was hard to understandniast users. Some did
not understand that this was the correct placeaensettings, while others were
annoyed by the choice of word (name of the fungtion

4. Easier to make setting the second time. It is quidetous that participants easier
found whergo make settings the second timeDnly participants who had made
these settings earlier knew where to make setfagisSome of the participants who
never had made these settings before had reallydaigle in finding where to make
settings. It seems they also forgot (or did noteusthnd) that the deletion of the
settings is made in the same Ul. One can belieatentiost participants would learn
how and where to make these settings very fagr(&fio or three uses). Some
renaming and movement of functions to other menusladvprobably facilitate
usability even more.

5. Usersnot awarethat login data isutomatically displayedwhen typing first letter in
Internet Explorer. E.g. P3, Pdoked at the keyboardwhen typing in login data,
which made them not noticing that data was autarabyifilled in when typing. But
in the second task they did notice it — probablgaose they looked at the screen to
check if they had typed correct login data (vemnygaiser name used in that task).

6. Some users had problems understandihgreto make settings in the browser. This
can depend on that thelp not see the browser as a progran©ne user (P3) clicked
on “Start” in windows XP and looked for where tokaedhese settings. She did not
understand to make the settivgshin the browser. When asking her she said she
didn’t know that the menu had such options. Sherteagr looked into the menus
before (in her browser).

7. Frequency of reading Privacy Policies- All (10) participants answered that they
“Never/Seldoni read privacy policies.

8. The indication okecurity was reallyhard to see Only one participant (P7) saw the
indication of security in both browsers. P8 sai the was expecting a padlock but
she did not see any. In Firefox she saw both tHeweaddress field and the padlock,
but it should be noticed that this time she wagilopfor it since she knew the
guestion would come.

9. Among the three participants who weret interested in buyinga product for
protecting privacy were the twalder participants (P5, P6).
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10. Those who answered the question of prize on prddugtrivacy, answered fast!

11. Every participant knew exactly whamount to spend on #ool protecting them on
Internet. Participants answered this question witinie second. But the amount varied
between the participants (5-100 Euro; two of theeeeexpressed it as a sum 5-10
Euro to pay by month).

12. Interesting reflection from test was thaine of the participants seemeddare
(negatively)about using a fictive user identity E.g. one woman said: “it feels
strange that my personal login data is saved oresamelse’s computer...” even
though she never entered her own data.

6.2.7 Browser comparison according to the usability criteria

In the table below the observations, when relevanst related to the criteria elaborated in the
preliminary analysis of different IMS systems. Téngrades are useBoor, OK, andGood
while a dash, ‘-, means that a criterion doesapgily to the indicator.

Comprehens- Error prevention Main task Perceived Likeability
ibility suitability controllability
IE FF IE FF IE FF IE FF IE FF
Indicator
1 setting Poor Good *? (Poor) - - - - - -
2 intuitive - - - (Poor) OK OK OK Good - -
3AutoCon Poor - OK - - - Poor - Poor -
4 learnab ‘Learnability’ is a candidate for beingsability criterion; it is only weakly related to
‘Comprehens.’

5autofill Poor Poor (Good)(Good) (Good) (Good) - - - -

6 browser (Poor) (Poor) - - - - - - - -

8 Sec ind. - - Poor Poor - - - - - -
9-11 Buy - - - - - - - - Good Good

Table 6: Observations of testers (comparison of letrnet Explorer with Firefox)

By selecting only participants not familiar withparticular browser, one might interpret the

observation in 4, Learnability, as an indicator @wvmprehensability and Error Prevention.

However, one might also like to remove the casesratihe unfamiliar browser was the

second one, as there might be a learning effedegat for some FF-IE orders). The data set
on task completion is too small to make any defiaitassertions on learning effects, and
observation 2 already is an indicator of the “inwity” of the browsers, which has been

interpreted in the table above.

Thus, we remove observation 4 and also observation privacy policy, and of course the
reflection in observation 12, from the considenagiof the five usability criteria. We then
reach the following conclusions:
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Comprehensibility the test participants understood the conceptBiefox better than in
Internet Explorer.

Error preventionwas not really tested by the tasks, even if sorblems with Firefox are
notable. Security indications went unnoticed inhbbtowsers. Additional inspection of the
browsers can be done to assess what amount ofxtdmeép, meaningful warnings, and
feedback is given before privacy errors occur.

Main task suitability even if test participants were unused to relaoto fill functions, there
was not much that really obstructed what could hasen their main tasks during ordinary
browsing (when privacy tasks are not the main fasks

Perceived controllability as privacy tasks went better when participantedusirefox than
Internet Explorer, it is not surprising to find yhperceived Firefox as an easily manageable
browser; however, the automatic completion of ladgta raised discomfort.

Likeability: most test participants liked the idea of privgegtecting software so much that
they said they were willing to pay at least a sraaibunt for such a product.
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6.3 Comparing history functions in CardSpace and PR IME

The history functions of IMS systems provide thesers with a lot of abilities to follow up on
data use and increase their own awareness of havh mata about them that might be in
circulation. However, as data transaction histawg, the use of such functionality will be
similar to using databases, a task which many gedpl not find easy at all. The history
functions in CardSpace and PRIME were comparedusadility test in 2007 in order to see
users’ preferences and abilities. Twelve Interrsetrsi participated as test users (named as TP
1-12 below).

6.3.1 Test tasks and post-test questionnaire

The test participants were given some tasks tooparfin the history function of each

program: PRIME contained 100 faked records, CardSmmly 4 because there were not
many CardSpace-enabled sites for the experimemtésit in order to generate a history log.
Before these test tasks each participant made Dndafa transmission with each system.
However, these transactions were not recorded bysifstems. After the test tasks the
participants were given a form with questions teveer.

Six tasks were the same for both PRIME and CardSpac

1. Find where in the program you can see history imégron about where you have sent
information. Keep the window open to solve the téghe tasks.

Which receiver was the last one you sent infornmetia®

When did you last send something to Xxx?

Have you ever sent information to a company caXex!?

Which template (for PRIME) / InfoCard (for CardSpadid you use when you
ordered something at Xxx?

Which web sites have received information from ywhen you used your template
“Xxx” (for PRIME) / InfoCard “Xxx” (for CardSpace)?

akrwn

o

These tasks were used to make it possible to caRIME and CardSpace. The number of
tasks completed for each program was recorded dsasevhether there were any specific
recurring problems, etc.

In addition to the six first tasks, the test papants were given four extra tasks to perform in
PRIME. The results of these tasks were later usedxamine the extra functionality that
DataTrack contains. The tasks were:

7. At which web sites have you registered a user name?

Purpose: To solve this task, the test person needsderstand how to search for a
specific date type. This task examines if thepeiston understand how to do that.

8. What information has the receiver Xxx got about¥ou
Purpose: This task also examines if the user umaleds the search function.

9. Before a cinema visit thé%of February 2006, you visited the cinema webtsite
book some tickets. You gave the phone number of gmbile phone, but what other
information did you send to the cinema web site?

Purpose: The tickets were not booked the sameaddtiee cinema visit, they were
booked some days before. This task examinestiéshperson understands that he or
she shall search for the cinema web site, and ngtlook at the specific date.
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10.How many times has the receiver Xxx got informatiout your e-mail address
XXX@XXX.XX?
Purpose: The receiver has got information aboutthape-mail address than the one
asked for. This task examines how careful thepsion performs the task.

When the tasks above had been performed, theaestrgs filled in a questionnaire about the
programs. These questions were used to examine tibidest persons were thinking about
the programs, what they look for in such prograarsd which program they prefer. The
guestions in the form were:

1. When you sent information when ordering, you useal different programs instead of
filling in a form. What did you think about thapmpared to fill in forms as usual?
Purpose: Before the tasks were performed the tasiops tried to send data with the
programs (these data transmissions did not adtiédaked history records used in
the experiment). This question examines what gig&rsons thought about that.

Which one of the history functions do you prefer avhy?

Which advantages and disadvantages do you seehgitBardSpace history function?
Which advantages and disadvantages do you seeh&fRRIME history function?

If you want to find out what you have sent to acsfieweb site, how do you want to
do that?

Is there something you think was missing in thegpams you tested?

Was there something you did not understand in thgrams you tested? Describe
concise.

Do you want to use such a program? Why/why not?

Other thoughts, proposals, or comments?

abkrwn

No

©
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6.3.2 Test persons and main results
TP | Gender | Age Occupation Computer Internet use | Ordering online?
experience | *
1 M 18-25 | Web dev. Used to Daily often
2 w 26-35| Designer Used to Daily sometimes
3 W 26-35| Unemployed Used to Daily sometimes
4 |W 26-35| Project ass. Used to Daily sometimes
5 W 18-25| Student Used to Daily sometimes
6 w 18-25| Web ass. Used to Daily sometimes
7 W 46-55 | Bank empl. Used to 4-7days/w It has hapge
8 w 18-25 | Working Used to 4-7days/w sometimes
9 W 18-25| Student Rather used  Daily sometimes
10 | M 26-35| Unemployed Used to Daily often
11 | M 26-35| Company | Usedto Daily sometimes
owner

12 | M 26-35| Working Used to Daily sometimes

Table 7: Test persons involved in the testing
* Several options were given; only two us&averal times/dagnd4-7 days/week
6.3.3 Comparison PRIME - CardSpace
TP Score PRIME| Failed tasks PRIME Score Failed tasks Prefer

(1-6) 1-6, [extra tasks 7-10] CardSpace CardSpace
1 6 (100%) [9, 10] 6 (100%) - CardSpacke
2 6 (100%) [9, 10] 6 (100%) - PRIME
3 5 (83%) 5, [10] 5 (83%) 4 CardSpace
4 6 (100%) [9, 10] 6 (100%) - PRIME
5 5 (83%) 6, [9, 10] 6 (100%) - PRIME
6 5 (83%) 5, [9] 6 (100%) - PRIME
7 5 (83%) 5 5 (83%) 1 PRIME
8 5 (83%) 5, [10] 6 (100%) - PRIME
9 5 (83%) 3, [10] 6 (100%) - PRIME
10 3 (50%) 3,5,6,[9, 10] 6 (100%) - CardSpacte
11 4 (67%) 3, 6, [10] 6 (100%) - PRIME
12 4 (67%) 3,5,[9, 10] 5 (83%) 4 None
Table 8: Results of the testing — PRIME vs. CardSpze
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When only counting the tasks that were the saméRIME and CardSpace and therefore
comparable, the test persons scored on averag# 8.9oints in the PRIME tasks and 5.8 of
6 points in the CardSpace tasks. Notably, the pii$gito give wrong answers was smaller in
CardSpace because DataTrack contained more remoddsiore search opportunities.

When it comes to PRIME, the men performing the gesta worse result than the women, but
when it comes to CardSpace the result is the s@imefact that 88% of the women prefer
PRIME, when only 1 out of 4 men prefer PRIME migkta reason.

6.3.4 Post-test questionnaire

All test persons except one were positive aboutguai program like PRIME or CardSpace

when they send information online. They thoughtas convenient, and that it would be even
better when they got more used to the programs.t€stgerson that did not want to use such
a program pointed out that he does not want talinektra programs on his computer that

“steal memory” from the rest of the programs.

8 test persons preferred the history function ofMHR 3 test persons preferred CardSpace
and one of the test persons did not want to cheos® he did not understand any of the
programs. Several test persons commented thae#nelsfunction in PRIME is better, but the

user interface of CardSpace is nicer.

The test persons answered a question about how wlagy to see the history of their
transactions. Three of the test persons suggestamugion that allows to see the history
already in the web browser. The other test persaggest improvements in either PRIME or
CardSpace, e.g. better explanations about howntbHistory and to show all history in the
same place.

6.3.5 Observations

Several test persons looked in just one InfoCarsetthe history. Most of them understood,
after a while, that they should search in the othé@Cards when reading more test tasks.
Some test persons commented during the test thwthird to know if something has been
sent in CardSpace, and what data have been sent.

When the test participants had clicked through Spatte for a while, they became familiar
with it and found operating it easy.

In PRIME, many test participants got stuck wheryteearched for where to find template
information. They clicked at a lot of transactiomsd hoped to find it, and some of them
commented that it is not possible to search foiptata information.

It was hard for many of the test persons to undadsthat it is possible to click on a record in

the record list of DataTrack to see more informatidhis was in part because the mouse
cursor in the prototype used in the test did natobge a hand when the user pointed the
cursor over a record. Some of the test participfmiad out that it is possible to click on a

record when they by mistake clicked on a record.

Apart from these two remarks, it was easy to setirelDataTrack. The users can search with
“search sentences”, e.g. “What information abouthas <receiver> received?”, or with the
free text search. Several test participants usedftee text search” as the last resort when
they did not know how else to find information, andst often this strategy worked.
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6.3.6 A summary of usability problems found in the test

Among the problems and disadvantages when it cam&ardSpace, the following are the
ones that are most important or voiced by mosigigaints in the test:

- Several test persons did not understand that #terhiof transaction should be
searched for in all the InfoCards. They first jlogtked in one InfoCard and thought it
was all of it.

- A collection of the history (for all InfoCards) msissing.

- Search functionality is missing.

- ltis hard to understand what has been sent, asckdhsomething has been sent.

For the last statement it should be noted thatlitaird for a user to know what information on
a card was included in different disclosures as possible to suppress or add information
when using a card for sending data.

Among the problems and disadvantages when it cesmBRIME, the following are the ones
that are most important or voiced by most participan the test:

- It was hard to find information about what templagss been used in a transaction.

- It was hard for many of the test persons to undatsthat it is possible to click on a
record in the record list of DataTrack. (In thisfotype, the mouse cursor did not
become a hand when the user points the cursoraonesrord.)

- It was not possible to see all records at the gam& When one first opens
DataTrack, all records should be shown from thertregg.

- The language was complicated and was hard for b test participants to
understand.

6.3.7 The history function by our usability criteri a

In this section some reflections are made abouthik®ory functions of CardSpace and
PRIME according to the usability criteria selectint this study (defined in 4.2). The
comments below are based on the result summarisedealmore extensive treatment in
Roénntorp, 2008).

6.3.7.1Comprehensibility

CardSpace’s user interface was easy to deal withsbme things were hard to

understand, e.g. history of transaction shoulddaeched for in all the InfoCards. Test
participants initially looked in only one InfoCard.was also hard to understand what
had been sent, and if something had been sent.

According to the usability study PRIME’s historynfttion DataTrack was easy to use
and most users liked it. Thus, the users also sgemthink the history function was
quiet comprehensible.

6.3.7.2Error prevention

No information about this for CardSpace is foundhia test report, but see the note in
the previous section about the difficulties to ustend what had been sent.

For PRIME, some test participants asked for a Hkdp
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6.3.7.3Main task suitability

This category is not quite suited for evaluatioradfistory function of IMS because
for a history function the main task is the samehasrelevant IMS-related tasks. In
any event, the PRIME project also sketched funstifam contacting data controllers
and data protection boards. For such tasks, theus#Swould only be a means not an
end. According to the study is seems as if theussts thought the PRIME history
function was suitable for its task.

In CardSpace, the user needs to open each caee tihe history of it, and there is no
search function inside the cards, so the user nteegts through every transaction if he
or she does not remember when the information was@& who it was sent to. Thus
the CardSpace history function is harder to usetharkfore do not support tasks in
the same way as the PRIME history function does.

6.3.7.4Perceived controllability

CardSpace saves a lot of information about a datssaction. Thus, the user has in
principle control over what data has been sentveimal has received it. However, the
test and post-test questions showed that peopledithink they had good command
over the history records.

Also the PRIME history function saves a lot of inf@tion about a data transaction.
The test users felt more in control over the histiunction because of the search
functionality within the DataTrack.

6.3.7.5Likeability

According to the post-test questions 3 of the IZigppants preferred CardSpace over
PRIME while 8 of the 12 test participants preferRRIME over CardSpace. Notable
is that 11 liked the idea of identity managemestesys.

6.3.8 How to make a useful IMS history function

To summarise suggestions on how to make a useftdrizifunction, this is what is important
according to the test participants:

A nice and simple user interface which is easynmenstand and use.

The history of all transactions saved in one place, an easy way to see all records.
Search functionality, especially free text searnehaiso the search sentences that are
used in PRIME are useful.

The grouping of information in InfoCards in CardSeas popular among the test
persons. This grouping is easier to understandtti@atemplate concept in PRIME.

A language that is easy to understand.

Much information about transactions. This is anaadage in the PRIME test
prototype; CardSpace needs to show more information

Help functionality.

If these criteria are fulfilled, the history funmti should be useful for both experienced users
and users with average computer experience. ComanteInternet experience did not seem
to play a decisive role in how well the twelve t@strticipants understood the programs.
Neither did age or occupation — what the test leadald see matter was how careful the test
persons were when they perform the tasks.
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6.3.9 What the test participants asked for in a his  tory function

To summarise the question about what the testogaatits asked for in a history function, this
is what came up in the post-test questionnaire:

- Browser integration. Three test persons suggessetLidion where it is possible to see
the history of their transactions already in théJweowser.

- One test person suggested an ldentity Managembrks as e.g. MSN messenger — it
is possible to use it from all computers; you gigh in to your account.

- Several test persons suggested improvements suthent user interfaces and
functions, e.g. better help functionality.

[Final], Version: Error! Reference source not found. Page 54
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

7 Summary and Conclusions

In the introductory chapter, it was mentioned thwatclosely observing the characteristics of
innovations and their resulting effects, modelstfa successful willingness of users to adopt
an IMS can be developed. To this regard, usalsitgms to play an important role for the
adoption and the user acceptance in order to madetily management technologies a
success. Therefore this report set out to discodslavelop a set of usability criteria for IMS
as well as give an overview of usability methodd areasurements (chapter 3).

Usability criteria developed in this FIDIS studynedsection 4.2):
» Comprehensibility
* ‘Error prevention’
* Main task suitability
» Perceived controllability
* Likeability

Each of these five criteria is given a comprehengliscussion in section 4.2, as is also a
criterion mentioned in section 4.3, ‘Criteria nated in the study’, namely ‘Learnability’. A
system that is easy to learn is of course goodiflaut IMS is not intuitive enough to provide
immediate instructions on the correct use, thegensk that the user will perform actions he
or she will regret later. ‘Comprehensibility’ anBrfor preventive’ thus seem more important
than a gradual understanding of an IMS.

Analysing and testing IMS systems: Chapter 5 gavacount of how a wide range of IMSs
were analysed based on the FIDIS IMS database.artalysis of systems revealed what IM
functions developers have found useful to includ¢heir software. The scan also revealed
that not all systems included all functions — rati# functions have been included in a
rather piecemeal fashion.

The selection of IMS systems for this study inclid®ivacy Bird, Tor, JAP, iJournal, PiMI,

Opera, Safari, Firefox, Internet Explorer, Card®padeRIME History function, and PRIME

IPV3. The analysis of these different systems wadopmed by a HCI assistant going
through documentation for each system, installing system, familiarising with system,
classifying available functions, usability probirmsed on so-called ‘inspection’ of the
system, and finally comparing with the usabilititenia selected and developed for this FIDIS
report (section 4.2).

A table in section 5.4 demonstrates the functigresyidentified and the extent to which each
system implements this function (the Appendix tas tiheport gives a more detailed
commentary to each system and the results from itilspection evaluation). The

functionalities provided by these IMS were:

* Role and (partial) identity management
» Authentication management

e Form filling

* Policy management

» Context monitoring
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» History management (i.e., management of recordsladh disclosures and policy
agreements)

Furthermore, this study has reported two smallability tests. Section 6.2 compared two

web browsers (Internet Explorer and Mozilla Firgfteecause the scanning of IMS systems
just mentioned showed that browsers — i.e. thevso&é used by almost all Internet users and
definitively by all non-savvy users — have somentdg management functionality and the

usability of such functions in such applicationsuldbthus be of general interest to IMS

developers as well as privacy experts and the gépablic.

The test showed that web browsers may support taakiperformance even if an automatic
completion of login data raised discomfort. Segurittifications went unnoticed in both
browsers tested. Several test participants likedidea of privacy-enhancing software and
could imagine paying at least a small fee for Bedtion 6.2.7 discusses the browser
comparison according to the usability criteria deped for this study.)

The other test (section 6.3) compared history fonstin a newly released IMS (Microsoft's
CardSpace) with a prototype from a research prg[eataTrack from PRIME). It turned out
that the existing product was very ‘card-centrintt only was the user supposed to release
data via a card metaphor, but release history coulg be tracked via each individual card.
The research prototype offered more general sefamttions. Test participants performed
better in the commercial product but the majorikgd the more general history function in
the research product. Again, almost all participdikted the idea of identity management
systems. (Section 6.3.7 summarises test resultyding to the usability criteria developed
for this study, noting in particular that criterioMain Task Suitability” can have several
interpretations when evaluating history functions.)

Conclusions:

This study has elaborated on a limited set of bro@igria for IMS usability evaluation,
defining five, namely: Comprehensibility, Error pestion, Main task suitability, Perceived
controllability, and Likeability. Objective ‘conthability’ is well covered by the first three,
while the perceived controllability needs a particular focus, as aldeeability does.
‘Learnability’ was excluded with the motivation ththe user cannot risk learning by making
mistakes; however, it was noted that this exclugatebatable (section 4.3).

Besides giving guidelines for future usability exations of IMS systems, this report has
demonstrated the limited scope concerning IMS efapplications existing on the market. It
has furthermore found six major IMS functions présim existing products and research
prototypes, i.e., role and identity managementhentication management, form filling,
policy management, context monitoring, and histognagement. It has also analysed the last
IMS function mentioned as this one has so far heived little attention in different
applications, namely a history function for perdoidentity management. The demand for
such a function among Internet users as well agdehngands on such a function in future IMS
systems were explicated through a usability testparing Microsoft's CardSpace and the
PRIME project’s DataTrack.
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10 Annex 2: Results of the preliminary analysis

Below is a presentation of all the IMS analysedhis study. The analysis was conducted by
Maria Lindstrém in Sweden, and the preliminary asegents are in most cases hers.

This appendix is structured in the following wayrsFashort descriptionsection 9.x.1) of
the IMS is presented and then a descriptiorawdilable functions (section 9.x.2) and a
summary of hypothetical usability probleifsgction 9.x.3) detected during inspection of the
product. Finally some reflections are made aboaitlIiS according to thasability criteria
(section 9.x.4).

10.1Privacy Bird

The Privacy Birf - a free tool available for download (added touker's web browser). The
Privacy Bird was originally developed at AT&T Corand is now maintained by “CMU
Usable Privacy and Security Laboratory” at Carnédedlon University, USA (Privacy Bird,
2008).

10.1.1 Short description

The Privacy Bird is a tool that automaticaigarches for privacy policieat websites. The
Privacy Bird reads the privacy policies and nosiftee user whether the site's policies match
the personal privacy preferences or not. Note thatPrivacy Bird does not hinder data
transaction — it only notifies the user about amatch. The user is allowed to configure its
own personal privacy preferences.

According to the Privacy Bird website (Privacy Bi&D08) the tool allows the user to ask for
warningsat Web sites that may:

» Sell your name and address to other companies wiglaur permission

* Use your health or medical information for markgtin

« Put you on mailing lists that you can't get ofietd.
The Privacy Bird usescons to display (visualise) thdevel of matchbetween users’
preferences and the websites privacy policy. Beln® some examples of these icons
(Privacy Bird, 2008).

(ZFEl iZEs

The singinggreen bird appears when Privacy Bird determines that a wels irivacy policy
matchesthe users’ preferences. When a red exclamatiant poil appear next to the notes in
the bird's song bubbile it tells the user that tledsite containembedded contenthat do not
have any privacy policies associated with thenthat the privacy policies do not match the
user’s preferences.

(2 FEu
The uncertairyellow bird appears when Privacy Bird imable to fetchor read a privacy
policy from the web site you are visiting.

#eT sl

The angryred bird appears when Privacy Bird determines that a wits gprivacy policy
conflicts with your preferences.
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10.1.2 Available functions

The Privacy Bird facilitateRolicy management Privacy Bird is a tool fomatchingprivacy
policies. More details in Appendix 1.

10.1.3 Summary of usability problems

When walking through the Privacy Bftdrying to use it potential usability problems were
noticed, a summary of these problems below. Naté sbme of these problems can depend
on that the browser used in this test (Internetl@ep 7.0) has new features (e.g. tabbed
browsing) which are probably not applicable on & Bird.

Browser hides the icon

The first problem — and a serious one — is thabtbevser hides the bird icon To be able to
see which colour the bird has the user need t& olican extra (empty) Internet Explorer icon
in the lower status bar (marked in picture below).
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Tabs activates one bird icon per tab

A second problem is that the browser (Internet &pgr) uses tabs when having several
websites active at the same time. Wihsing tabs the Privacy Bird activates one bird icon
per tab This makes the lower status bar crowded of hiddehicons. And when surfing on
Internet the user is not able to know which birégwith which website.

Not resizable windows

Another problem is that the pop-up windows were mesizable. This is both annoying and
hindering for users.

Icons representing important information
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It is obvious that the icon represents a bird,ibigt not obviousnvhatthe bird is trying to say
to the user. The bird has different colour reprasgrdifferent types of match/mismatch in
policies/preferences. But the bird icon also hasa@ng bubble” with different meaning.
According to the Privacy Bird website the bird iczam have different moods (e.g. sometimes
the bird is “angry”, “uncertain”, “sleeping” etc)epresenting e.g. different levels of
match/mismatch. But is this obvious to all usersiy@ne eyebrows of the bird changes when
representing different moods. Cranor, the princgi@leloper of Privacy Bird, explains that
selected symbols

“...convey the messages “your preferences are matched” and “your preferences are
not matched” rather than “your privacy is protected” and “your privacy is not
protected.”(Cranor, 2006)

Pop-up windows

A lot of pop-up windows appear when using the Privacy Bird. After a wlilés hard to
know which window is “old” or which is “new”.

Policy summarywindow

The Ul for“Policy summary” was very content rich making important informatitwst in
the crowd” (see picture below). Other problems @ated to “Policy summary”:

» the text structure may not be optimal

« the Ul had many different colours, which might bsturbing

* Used warning signs (red triangles) for expandimglan text (e.g. instead of links)
e Window is not resizable etc.

Policy Summary 3]

Click & for more detailed information
This policy is shown for testing purposes only.
a Aftonbladet Nya Medier Privacy Practices
Privacy Policy Check

Aftonbladet Nya Medier's privacy policy matches your preferences.

Aftonbladet Nya Medier may share your information with:

e Companies that help this site fulfill your requests (for example, shipping a product to you),
but these companies must not use your information for any other purpose

Privacy Policy Summary

& policy Statement - global

¥ Access to your information

Thic cita nivec wni accecc o wnur contact information and cama of ite ather

Embedded Content

The information in this Ul (picture below) can be hard for “ordigarsers” to understand.
What to do with this information? Another problemthat this Ul isscrollable sideways.
This is not good from a usability perspective. Tllgs not resizable.
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Embedded Content g‘
The images and/ar ather content embedded in this web page are listed belaw. Some of thiz content may be
covered by a different privacy policy than the rest of the page. Select a URL to view the privacy information
related to that cantent

URL [ Privacy Check [ Type &
hittp:4/82.99.18.195./media 1/158/1963/12293 stockholm1 3.jpg Matched Image
hittp:4/82.99.18.195./media 1/366/6265/120686/]_e_stockholm. gif Matched Image
hittp:#/active maciomedia com/flash2/cabs/swilash cabltversion=560. . Unknown Object
http:#/ad aftonbladet. se/RealMedia/ads/Creatives/default/ampty. gif Unknawn Image
hittp:¢¢ad.se. doubleclick. net/adi/N 3720 Aftonbladet_SE/B23IBEIE5.6... Matched Frame/F
hitpe#/ad 32 doubleclick.net/adi/M 3995 aftonbladet /B1894973. 34:52=..  Matched Frame/F
hitpe /21314, w4 adaction. se/iframe. php 1 438,145642.0 52= Unknown FramesAF
hittp:#/download. macromedia. com/pub/shockmave/cabsMash/swilas...  Unknown Object
hittp:#/dovnload macromedia com/pub/shockwave/cabs/Mlash/swilas . Unknown Obiject
hittp:#/download macromedia com/pub/shockwave/cabs/Mlash/swilas . Unknown Obiject
hittp: /gt aftonbladet se/multimedia/archive 00341 /erknivab255_eri..  Matched Image
hittp: /gt aftonbladet. se/multimedia/archive/00371 Ainn-hesd-piltam_3...  Matched Image
hittp: ¢ /gty aftonbladet. se/multimedia/archive/00381 Champions_Leag.. Matched Image
hittp:#¢atx. aftonbladet. se/multimedia/archive/00381 /NHL_BALK_3814... Matched Image
hittp://gtx. aftonbladet. se/multimedia/archive/00406/peter_wennmang...  Matched Image
hittp:#/ gtz aftonbladet. se/multimedia/archive 0041 0/schulman128_41...  Matched Image
hittp:# /gt aftonbladet se/multimedia/archive/00421/perB2_bjurman_4..  Matched Image
hittp:# /gt aftonbladet se/multimedia/archive 00515/ family_se_v_nster. Matched Image
hittp: /gt aftonbladet se/multimedia/archive 0528/ andrev130_5283..  Matched Image
hittp: /gt aftonbladet. se/multimedia/archive/00534 tobbeek130_534...  Matched Image
httre /ity Aftnbladet sedmolfimedia/archive MNSANAzAvalet balk oz Matched Imans ¥
<

Help ‘ ‘ ‘ Close

“View P3P Source” (activated by button in Ul above) can be hard tdemstand for some
users; its purpose should be explained (that thealdanguage translation can be checked).

http:{fwww.affonbladet sefw3cipolicy. xmlfglobal (3
&

<?xml version="1,0" ?>
— <POLICIES xmins="http:/ /www.w3.0rg/2002/01/P3Pv1">
<l-- Ge: IBM P3P Poli Editor version Be

- <ENTITY>
- <DATA-GROUP=>
<DATA ref="#business.name">Aftonbladet Nya Medier</DATA>
<DATA ref="#business.contact-
info.online.uri" >http:/ fwww.aftonbladet.se</DATA>
<DATA ref="#business contact-info.postal.street">Arenav. 63</DATA>

<DATA ref=" -info.postal.city’ /DATA>

<DATA ref="#business.contact-info.postal.postalcode">121 77 </DATA>
«DATA ref=" i ontact-info.postal y" d /DATA
</DATA-GROUP >
</ENTITY>
<l-- Disclosure =->
- <ACCESS>

<cantact-and-other /=

Bird — yellow all the time

Another problem is thahe bird stayed yellow at most websitesvhich were confusing —
most sites are not P3P-enabled. JISP&SFH want ® teavfor non-P3P sites.

The option No-prompt Sites..” was hard to understand. Thext could be shorter and
more concrete What exactly does it mean?

The option Clear casH did not give any feedbackof what happened when clicking on it.
Another problem with “clear cash” is that it isexlnical term perhaps not understood by all
users.

Finally - the problem withong “summaries”. A summary should be short and onéy riiost
important information should be presented. One sarymvas so lond needed 5 (five)
screenshots to capture the textin PRIME a multi-layer structure is used for pas.

10.1.4 Usability criteria

In this section some reflections are made aboutPifieacy Bird according to the usability
criteria selected for this study.
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10.1.4.1 Comprehensibility

The Privacy Bird offers the user to check if a pay policy match or mismatch. As an
illustration of this check a bird icon is used (adbn different colour and different

mood) to reflect how the matching went. Since tivel icon can appear in many
different shapes (different colour and differentads) it can be hard for users to
understand what the Bird is telling. Thus the caghpnsibility can be violated.

Also, some users can have problems in understantiegconcepts of “privacy
policies”. And since these policies are very exiend is possible that users not even
read them. The Privacy Bird offers a “summary” bk tpolicies that could be
improved by explaining to users what this policyameand what effect it has to the
user.

The overall use of the Privacy bird is okay. Beeatl®e privacy bircdbnly matches
policies (not hindering) many other privacy protective teas (which are harder to
comprehend/use) are not evaluated here.

10.1.4.2 Error prevention

In the Privacy Bird the user gets both a signaligs) and symbol (colour) reflecting
the status of the matching. But the system doespm®tent the user from doing
mistakes. Since the Privacy Biomly warns the user (not hinder) errors may happen.
This is serious since it is affecting a personivgmy. The developer (Cranor, 2004)
comments this choice:

“Some P3P critics have argued that for a privaggna to be effective it must bring about a
direct increase in privacy protection for the ufepugh its support of the collection limitation
principle. Thus, these critics view software thabmaymizes a transaction as an effective PET,
but claim that a tool that simply informs users @harivacy practices cannot be effective”.

“We find this view of PETs to be overly narrow, axreased transparency about privacy
practices can enable users to make informed desisibout when to provide their data. As a
secondary effect, the transparency provided byPBié protocol in combination with P3P user
agents may motivate web sites to improve the pyiyaotections they offer, or it may highlight
areas where further privacy regulation might bedeelé

10.1.4.3 Task suitability

The Privacy Bird uses a small icon in the browset & therefore available all the
time. It also offers the user to make its own gshdg to some features — which is
good. But the use of technical terms, too long aad structured privacy policy

notifications do not encourage the task. Pop-updaivs hinder users in their main
task. But the icon and sound makes it easy toitisiee( users know what the icon and
sound means) and is not hindering usage.

10.1.4.4 Controllability

In the Privacy Bird the users is allowed to setrthen privacy preferences which in a
way give the user control. But the user is onlgamtrol over the preferences the user
has set — not in control over that these prefeeafollowed The Privacy bird only
checks privacy policies at service providers. Bt tiser does not know if the service
provider really follows these policies. The usetsge link to the website to be able to
check the policy. But the user has no control itetileg its data from a service
provider. So no — the Privacy bird do not give tiser full control.
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Privacy Bird allows setting preferences accordmglata types, but not for individual
web sites. In principle, if Privacy Bird is combthe&vith data release functions, one
would like to set preferences also as concerndfgpdata and not only data types.

10.1.4.5 Likeability
Presumably, some parts of the Privacy Bird arebl&éay most people but a lot of
privacy protecting features was missing, e.g. & ha history function. On the other
hand, the high degree of “ease of use” can be abeddo the low number of features.
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10.2Tor

The Tor Project is a non-profit project based i tthited States. The organization consists of
many volunteers and a few employees.

10.2.1 Short description

This is a short presentation of the software “Tdifie information in the description is from
the Tor website (Tor, 2008).

Tor — The second-generation Onion Router “is awark project that helps you defend
against traffic analysis, a form of network surlaite that threatens personal freedom and
privacy, confidential business activities and rielahips, and state security”. It focusedy

on protecting the transport of data

According to the Tor website hundreds of thousaoidpeople around the world use Tor.
Some examples of users are “journalists and bleggeman rights workers, law enforcement
officers, soldiers, corporations, citizens of regsiee regimes, and just ordinary citizens”.

Examples of what “ordinary internet users” can ghirsing Tor is:

» Protect their privacy from unscrupulous marketers igentity thieves

* Protect their communications from irresponsiblepooations

* Protect their children onlin@P-address)

* Research sensitive topics
How does it work? According to their website “Tor protects you bguhbcing your
communications around a distributed network of yglaun by volunteers all around the
world”, illustrated in the figures below:

EHD How Tor Works: 1 . | EHD How Tor Works: 2 .. | HD How Tor Works: 3

Alice Alice Alice

[+ [ PN + R |

Step 2: Alice's Tor client
picks a random path to
destination server. Gree

it \
arver. [+ I+ [ s | links are ancryptod, rod 3 g 0.
ne links are in the clear. J

Dave Bob Dave Bob

“Tor is a network of virtual tunnels that allowsgpde and groups to improve their privacy

and security on the Internet [...]. Tor helps to mluhe risks of both simple and

sophisticated traffic analysis by distributing yowansactions over several places on the
Internet, sao single point can linkyou to your destination”.
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10.2.2 Available functions

Tor only hides IP-addressesmaking it possible to use internet partly anonymorhe user
cannot hide their data (the information sent ismdtlen). Thus all information can be “listen
to” if not encrypted by the user.

Tor does not facilitate any of the requirements (see 2.1) for an IMS, neithesic
functionality (identity management, authenticatimanagement) nor additional functionality.

10.2.3 Summary of usability problems
After using the Tor software some reflections anmarized about its usability.

Puts burden on users

When collecting facts at Tor website (2008) sona¢eshents got special attention since they
potentially will worry the users. At the websité adsponsibility for usage is also put on the
users. E.g. in the lower hierarchy on the websiteuser is told that “Tor does nartotect you

if you do not use it correctly”. The user is alsgad to read their “list of warnings and make
sure to follow the instructions for your platforrarefully”. This is not user-friendly, but the
warning is indeed needed: cf. the “Embassy PasbWweak” The website also informs the
user that “even if you configure and use Tor cdlyethere are still potential attacks that
could compromise Tor’s ability to protect you”.

Incorrect information given to users

Some statements at the website can be challenggdthe statement “protect children
online” which isincorrect information since the underlying concéptabout hiding IP-
address.

Too technical terms:
“Using Privoxy is necessarybecause browsers leak your DNS request when tkeyau

SOCKS proxy directly, which i®ad for your anonymity. Privoxy also removes certain
dangerous headers from your web requests, andstdmoxious ad sites like Doubleclick.”

Unprofessional language:

“This depends entirely on how you installed itydiu installed a package, then hopefully your
package has a way to uninstall itself. If you ilethby source, I'm afraid there is no easy
uninstall method. But on the bright side, by def@&uwnly installs into /usr/local/ and it should
be pretty easy to notice things there”.

Problems installing the product

When installing the product a lot of potential uabproblems were found. First of all the
installation guide is probablyot written for ordinary users — e.g. had too technical words
and deficient information if the product was cothemstalled.

Conflicting messages

After installing Tor some time were spent on unterding what the Uls were
communicating. E.g. some messages (text and ieegrgconflicting (figure below).
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TorCheck at Xenobite.eu

Check Again | HTTPS-Mode |

CODE VERSION: 7007-11-08 00:1854 GWT/UITC CURRENT TIWE: 30080910 18.53:27 GMTUTI

YeurourrentIF ] 193.10.230. 165 (probably your Home-IF)

Youfcurtent FEDN{F] ozlab4d.cs.kau.se (Lockup/reverse corresct)
1 L Your IP is NOT identified to be a Tor-EXIT.
So you are NOT using Tor to reach the web!

CHEDK RESULT

ToDNSEL[E} (NOT a Tor-Exit OR gerwvice unreachabls)
Hidden Servdiées[7]  [unknown yet)

JavaSeipkSupport{e] | [unknown wet)

AstiveX-Support [f]  (unknown yet)

JavaSuppor[F | (unknown vet)

CookissSupport[B1  [unknomn vet)

Wour HTTP-Referer (2] [unknown vet)

YourHTTEMIA  (none) - Stabus Far Tor
-0 (Windows; U; Wind Vil BOGEY Sl =

CorbT TP Age P25 i11a/5.0 (Windowe; U; Windows T 5.1; sv-SE; xv:il.8.1 —or St

Firefox/2.0.0.3

n-us; =0, 7 en;g=0.3 L [%

| Genwagar For Vidalia -

YourHTTR-ACCEPT

Your HTTR-EONNECTION | keep-alive . SEppE T S i
SHFETY CHEDH
i e
START | @ ER— Q fnvind iy identiet
ANY CROE [ INDBCPHP | | JAAAPPLET |/ COUNTER: 11647 (5 | [Efnandbreddscliagram @rigp $om
GETTIMG HELP ON NON-WORKING TOR |=! Meddelandelogg & Instalningar | wshuta
* [Hers] you can find some hints =
[¥] Visa detta Féinster vid uppstart | ool

iwidual configuratio
ae false, if my datab:

Tor Disabled

s “'(f“'. P L 1354

Figure Conflicting information.

1. The red colour and text tells me that | am ‘igihg Tor”.
2. This pop-up (control panel) tells me that Toadsive (green onion icon and fext).

3. The red text in the status bar says “Tor Digdible 3

4. The green onion icon in the status bar tellSonén is active.
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The use of short cut

In the Ul there is a shortcut called Torbutton (pd in picture above), for enable/disable the
Tor. But the “button” is not a button — it is a téx the status bar.

The use of colours

Another drawback with Tor is these of many different colours(e.g. not seen by colour-
blind and not in a black and white printout of thiscument...). In Tor colours are used on
icons, in Ul objects, on background and in textlopcoding is good — sometimes — e.g. to
strengthen something important. But if too manyouod are used these important things
disappear.

No visual difference of clickable or non-clickableobjects

There is no visual difference of clickable or nditi@able objects in the user interface (Ul).
E.g. in the picture below the green onion in thpargpart of Ul isnot clickable But the red
square (for stopping Tor) is clickable. Nothingtlie Ul shows any difference between these
two objects. It should have - either by underlinthg text (indicating it is a link) or by
making the object look like a button (indicatingsitclickable).

¢ Vidalia Control Panel [ZJ@

Tor Status
@\\ Tat is running
A

Vidalia Shortcuts

. Stop Tor

; A =

e y

i ._ha Wiew the Metwork, IJs& & Mew Tdentity
e

= Setup Relaving

e
@Bandwidth araph @Help 5 Sbouk
= | Message Log 5% Settings || Excit

+ | Show this window onstartup | Hide

Other reflections:

» Tor seems to be thmumber one choice for criminals(according to statements at the
Tor website and an extern “blog” about Tor)
* Tor wasslowing down the web browser
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10.24 Usability criteria

According to online document (Dingledine, R. Matlsew, N. Syverson, 2004) Tor defines
usability not only as a convenience, but also aeeurity requirement. “A hard-to-use
system has fewer users — and because anonymignsystide users among users, a system
with fewer users provides less anonymity”.

In this section some reflections are made abouf tireaccording to our predefined usability
criteria.

10.2.4.1 Comprehensibility

Tor does not make underlying concepts comprehaensibhe product is hard to
understand. And the only way to see if the IP-asklie hidden the user need to visit a
website that checks this for them. Even thougls ijood that extern websites check
this, the Tor product by itself is not giving theew any trust, at all.

10.2.4.2 Error prevention

Tor is not giving the users any feedback — the dees not know what happens and it
is hard to understand what the product is helpiith.Wor is not experienced as error
preventive. Many messages to the user is eithdtictimg (e.g. “Tor is running” and
“Tor Disabled” at the same time) or nonsense mességyg. in the “Message Log").

10.2.4.3 Task suitability

If (or when) the user has understood how Tor warkd what the purpose of using it
is, then it can be useful. But Tor does not haee“tasic” features of an IMS (2.3.1-
2.3.6).

10.2.4.4 Controllability

No, as far as this inspection shown, the user doegeel in control of this product. It
is hard to be sure of what happens and hard to maleeit works at all (if the users
doesn't visit the “check IP-address” website).

10.2.4.5 Likeability

The Tor product is hard to like since it does mpire trust — most likely, it is not
making the user feel safe. Moreover, because anlg hiding the user’'s IP-address
Tor can be experienced as only wanted by crimirigls the idea is good — if all other
parts of an IMS was included (e.g. different levefsanonymity, policy checking,

preference setting, history function etc.)
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10.3JAP

The JAP Project is run by University of Regensbupgpartment of Business Informatics,
and Technical University Dresden, Department obidmfatik, according to JAP website (JAP
Website, 2008). Also ICPP in Kiel, is involved iawtloping JAP.

10.3.1 Short description

According to JAP website (JAP, 2008) JAP makes assible to surf the internet
anonymously and unobservable. Withoutoaymization every computer on Internet
communicates using a traceable address. That means:

* the website visited,

» the internet service provider (ISP),

* and any eavesdropper on the internet connection
can determine which websites the user of a spectfioputer visits. Even the information
which the user calls up can be intercepted and geemcryption is not used. JAP uses a
singlestatic address which is shared by many i&Ers. That way neither the visited website,
nor an eavesdropper can determine which user digitech website.

¥ PRIVACY NEEDS [N JAP

Services: | ) Amun-Phito-Euler ~|@ | petais |

i i Anonymity
Number of users: 42 @® on
Traffic: EEEEN Con

» Remaining credit: 209.1 MByte AENEN

» Encrypted data transferred: 0 Byte Activity:

™ Forwarder: [_|On Activity:

| 2 || i || wew || nssistant || config || Ext |

“Instead of connecting directly to a web servererastake a detour, connecting with
encryption through several intermediaries, so-dalMixes JAP uses a predetermined
sequence for the mixes. Such a sequence of linkegsns called alix CascadeUsers can
choose between different mix cascades.

Since many users use these intermediaries at the tae, the internet connection of any one
single user is hidden among the connections dhallother users. No one, not anyone from
outside, not any of the other users, not even towiger of the intermediary service can
determine which connection belongs to which userelationship between a connection and
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its user could only be determined afl intermediaries worked together to sabotage the
anonymization” (JAP Website, 2008).

10.3.2 Available functions

The JAP system only facilitates “anonymization” tmpnnecting with encryption through
several intermediaries”. Thus this is not an IMSeohg identity management, policy
management etc.

10.3.3 Summary of usability problems

After using the JAP system a summary of reflectiohsts usability and functions will be
presented.

First of all, the JARvebsite looked professionalThis is needed to give the user (at least a
potential user) a good first impression and infoine users about the product, e.g. the Privacy
Bird and Tor systems had websites looking lessgaibnal. One problem connected with the
website was that it wasard to understand what the product was helpingthe user with -
and what it was not helping with. This problem Iogje to the difficult solution rather than to
the website itself.

After reading the JAP system was installed on allcomputer. Thénstallation guide was
helpful and quiet informative. But after awhile the ingjp@t evaluatorwas unsure if the
product had been configured right. There are a lot of settings the user have dorsktence
no “green” confirmation was displayed insecuritpkgplace. Another problem was that the
“turn-JAP-on-action” was hindered by a usabilitplplem.The user has to spend too much
effort and thepresentation of “how to do” it is deficient

No help to overcome problems

When checking level of anonymity detailed informatiis given to the user about possible
problems (activated by using mouse over). But tdeynot tell how to overcomethe
problem.

Slow web browsing

JAP really slows the web browsing down. It seerke la faster connection (version) is
available but costs money.

Some labelsare missing in the Ul which would have helpediderstand it better. E.g. in the
lower part of Ul (close to the two server iconsdlael would make it easier to understand.

Other reflections about JAP

* Hard to understand that the JAP Ul was extendable

* Too much settings to make (burden on users)

» “Certificate” with information hard to interpret
Conflicting words

One of the most used buttons in JAP is called “I¥tdut the activated window is called
“Settings”. Another example is the first label MRIUI — called “Services” — is not presenting
services, buservers(available to the user).

Confusing text colour

When using the “Assistant” the user should selgtibas by using radio buttons. The user is
has different options to choose from, but the gjeathing is thabne optionis coloured (font
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colour) in green while the other options are irckléont. At first is seems like the user should
choose the green option (green colour indicated ™ 0K“good alternative”™) but it was not
correct. Why is the text green? And If the purpese to give the user a hint of “the proper”
option - then this option should have been preesete (with a radio button) instead of
coloured in green.

Colour-blind are hindered

Colour-blind people are possibly hindered when @isIAP because of the frequent use of
colours representing different level of anonymity.

= JAP { JonDo

Loy PRVACY NEEDS JoP

Sendices: f'_@gi-liresden-ﬂ'{esdm. "| @ Details
L i = :
Afaniy o e Anomymity
e (]
Number of users: 2859 . y ) On
.ﬂfunym by =
Traffic: EEER ) Off
» Remaining credit:
= Encnypted data transferred: 1.6 MByie Activity: | i
™ Forwarder: [ | On Activity: |
{D Lpdate availahle (Click here)
| A 1 Help Assistant Config Exzit

Picture “JAP UI”

My spontaneousat first glance) comments about the JAP Ul:

* Someiconsare not understandable (e.g. in the lower Ul)
* OK is coloured in redréd is not indicating OK)

e “Traffic " is not understood

*  “Number of users” is good to see

« “Remaining credit” is not understood
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* “Encrypted data transferred” is not intuitively understood
* “Forwarder” is not understood
User control

The user of JAP has options to select and desepains of different parts of JAP-system.
This gives the user freedom to make settings af tmice, and makes the user in control of
the system (at least the parts which are ableréigure). An example of settings the user can
make: (the text is taken from “Help files” in JAP)

"You may block single services by unchecking theakibox to the left of the
service. JonDo does not connect to blocked servaras they are not listed in
the choice menus. This is useful if you do not ttrsiagle services, or their
service quality (speed/stability) seems to low”.

The user is also able to make personal settingsetaiser interface etc. Bab settings are
available to protect personal data, no privacygyaihanagement etc.

10.3.4 Usability criteria
In this section some reflections are made aboutalZg®rding to its usability.

10.3.4.1 Comprehensibility

When using JAP it was hard to understand what & edping the user with, and what
it was not helping with. A lot of settings were dahle for the user to configure, but
JAP failed to make the user understand the unaerlgoncept of these settings.

10.3.4.2 Error prevention

JAP gives a lot of feedback information about ewehproblems, but no information
is given about how to overcome the problem or pmeite The help-files included in
JAP are informative and offers contextual help, thet text is too extensive and does
not by itself prevent errors.

10.3.4.3 Task suitability

The main functionality in JAP is to offer “anonyration” (not identity management,
policy management etc). Thus JAP can be used ferpilirpose, but some usability
problems (see above) will probably hinder the usearrying out its primary task.

10.3.4.4 Controllability

The user probably will not feel fully in control GAP. The user is allowed to make (a
lot of) settings, to control how JAP behaves (matdzemuch settings). It was really
hard to make settings to be fully “anonym” (alldie coloured in green), which should
have been the easiest setting to do if the systenidahave been “in the hand of the
user” (controllable). To be able to know if JAP wamsrectly configured the user also
needed to “test” this at a “test site”.

10.3.4.5 Likeability

JAP is probably more likable than e.g. Tor (offgriaimost the same feature). JAP
inspires more trust but was too hard to configure.
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10.4iJournal
No available download of a compiled version of itH&S.

iJournal now is a small part of a larger systenalled MozPET.

104.1 Short description

The goal of the MozPETS project is to produce a ewser and mail client with enhanced
privacy and security features.

TheiJournal allows the user to keep track of persarfalmation he has given to web sites. If
the user enters sensitive information (e.g. hisajamhmeiJournal intercepts the transmission
and tries to profile the web site by analyzingA&P policy, SSL certificate and WHOIS entry
MozPET website, 2008)

According to MozPET website (2008) a plan is to dag@s many privacy enhancement
technologies (PETS) as possible”.

10.4.2 Available functions
The MozPET facilitates the following functions:

o “We modified some settings to have a more priva®nflly default value. For
example, MozPETs doe®t acceptthird-party cookies at all and treats all other
cookies as session cookies

0 MozJAP is a wrapper to integrate a proxydoonymous web accessith Mozilla. It
supports JARNd_Tor

0 MozPAw checks the current page for potential hatmdmtent like web bugs. The
result is displayed as an emoticon to alarm the iisewebsite makes intensive use of
tracking technologies.

0 Allows the user tdlock third party content (e.g. webbugs) embedded within web
pages to reduce cross-side clickstream trackinadvertisers

o Tracknosis is a tool that reveals cross-side tragkictivities used by advertisers

0 History function - The iJournal allows the user to keep track of personal
information he has given to web sites. If the usagnters sensitive information (e.g.
his name), the iJournal intercepts the transmissiomand tries to profile the web
site by analyzing its P3P policy, SSL certificaterad WHOIS entry. The data is
stored for later analysis.

0 Add PGP Support to Mozilla Mail. EnigMail is devpkd by the EnigMail project
Please check their pages for more info on Eniglgauti use the original EnigMail if
you want to use it in production

0 Sende-mail anonymouslythrough the remailer”

(MozPET website, 2008)

iJournal has these functions (IT Transfer Offid@0&):

o “Record who has your private information with tdeurnal (screenshot

0 Gather as much information about those people vauk tyou as possible
(screenshot Then you can legally require them to remove yotormation.

0o Easily configured as a standard Mozilla compongseteenshot

o Pull information through whois, ssl, and p3p.
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o Permute your data slightly so you can tell who wsisg it.”

10.4.3 Summary of usability problems

MozPET are still in an early developer version. @ded sources are not available yet.
Source code needs to be compiled and linked, w=ngin tools, certain operation system’s
platforms and requiring fundamental knowledge itirsg up make-files.

The steps required are not documented in detdiiaidhe evaluators were not able to set up a
running version of MozPETSs for Windows systems.

[Final], Version: Error! Reference source not found. Page 77
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

10.5PiMI — Not evaluated

No available download of this IMS. According to ooné the developers, Prof. Simone
Fischer- Hubner (Karlstad University), the PiMIsadre is not maintained any longer.

10.5.1 Short description
PiMI system is fomobile phones

Fischer-Hubner, Nilsson and Lindskog (2002) presestits of the PiMI prototype project
with participants from Ericsson AB and Karlstad ubsity. “In the PiMI project a browser
built-in and a proxy-based P3P (P3P) user agentdatrolling the dissemination of CPI in
mobile Internet environments by the means of MiniR@file Conveyance was developed.
The approach of Minimal Profile Conveyance requitest the user defines a minimal CPI
profile, containing only information that the usswnsiders completely harmless, or where
there is an understanding that this information rbaynecessary for some reason. In the
extreme case, the profile could be empty. This maiprofile can be used:

1. for accessing non-P3P enabled web sites or wed thige do not meet the user’'s P3P
privacy preferences
2. for serving third party requests to the WAP Gateviaycached profiles (such as for
WAP push content generation)
3. for communication in the “safe-zone” (as definedPBP) before a P3P agreement
The end user also has to define a full CPI prablde used when there is a successful P3P
agreement, i.e. the site is P3P compatible andites P3P policy file matches the end user’s
privacy preferences.

Even though P3P can enhance transparency and kcomérodata disclosure for users, it has
also been criticised as it does not ensure cong#dianf privacy policies with privacy laws, it
does not guarantee a minimum and non-negotiabéd tdvprivacy protection for individuals
and in its current form it does not fulfil the Iégaquirements for obtaining technically user
consent.

Privacy-enhanced mobile identity management systeams go a step further and should
provide a means for privacy control (consent, dij@c¢ disclosure, correction, deletion and
addition) and for privacy-compliant data processm@ Pl and other personal data belonging
to a user’s mobile identity”.

10.5.2 Available functions
See the previous paragraph.
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10.6Opera
The web browser Opera (Version 9.26) was instalediinspected the $&f March 2008.

10.6.1 Short description

According to the Opera website (Opera, 2008) theamthat “Opera Web browser is faster
and more secure than other browsers availableeom#rket”

O OPERA

FIDIS website (FIDIS, 2008) defines Opera as: “@peontains simple form-filler, so
personal data apart from usual interaction-datebeastored “

10.6.2 Available functions

Opera offers many different features - accordinghtr website - e.g. “Site Preferences” if
you want to block pop-ups, “Cookie handling” ancatibed browsing” etc.

Interesting for this evaluation is the followingfares:

o Fraud Protection
Opera's advanced fraud protection protects yownatuaieb sites that try to steal your
personal information.

o Password Manager
“The password manager remembers your usernamepamssvords so you will not
have to.”

These features are within IMS functionalitputhentication management” and ‘context
monitoring”.

10.6.2.1 Fraud Protection

According to “Help” files within Opera “Fraud Pratition warns you about suspiciousNeb
pages by checking the page you visit against ebda&of known "phishing” Web sites”. The
Fraud Protection gives the user a “security statdisgvery visited website, and the result of
the security status is presented as an icon omighe side of the address field (in picture
below).

Vi ‘Edt Hiews: Booknerks Widgets Tools Help
1] Hewtab i g
« by 0 # | @ https:juw.bokus. com/cgi-binflog_in_real.cgi

There are different kinds of status, as can be sepicture below.
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EAddress Field Fraud Protection Dialogue
WERIFIED

Com
g |
> SNOT VERIFIED

! Fraud Site

54 ;\-‘ERIFIED

An exclamation marknext to the address field means that the fraudlchessucceeded
without an lem — the website is verified.

File Edit Wiew Bookmarks ‘Widgets Tools He\
UNewtab =

.{:]
i, ,X L4

3

File Edit Wiew Bookmarks ‘Widgets Tools Help
u Mew tab .

T S AIF https ) e, bsbe, conm)f @"_ '::ih o ;

_HSBE Global Site

If clicking on the icons (security status) the g@gunformation for the page to be displayed,
including information about the Web site's “Segirit'Fraud protection” and “Certificate”
(tabs in picture below). Below is a screen shotashg the “security” check of a website.
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Security information for www. bokus.com

SacLitE

ﬂ Secure site

The connection ko v, bokus, com is secure,

Certificate summary
Haolder: i, bioks, com, s, bokus, com
Issuer: Equifax Secure Global eBusiness CA-1, Equifas Secure
Expires: 2005-09-07
Enctyption protocol
TLS w1.0 256 bit AES (1024 bit DHE_RSA/SHA)

Picture: “Security”

The “Fraud Protection” (picture below) states tti¢ website is “verified by a trusted third
party and isot listed on Operas blacklist of suspected fraud sites”. 0$er is able to report
this site “as fraudulent” if they want to.
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Security information for www. bokus.com

4 Verified Site Q

This site has been verified by a krusted third party and is nok
listed on Opera's blacklist of suspected Fraud sites,

Please report this site if wou believe it should be blacklisted.

Report as Fraudulent

Tmsmgtch“ -
% Gearust  PRISATaNk

s Enable Fraud Pratection

Picture: “Fraud Protection”

If a Web siteis found on the blacklist, the user will be presented witWwaxning page, and
must decide whether to visit the fraudulent Weé, $it not.

%4 Fraud Warning - Opera
File Edt ‘iew EBookmarks ‘Widgets Tools Help
[j Mew tab Fraud Y

o o« s e W | operaifraud-warning - Q\. anogle = 6{")

Fraud Warning

: The page you are trying to open has been blacklisted
“ as fraudulent. It will likely attempt to trick you into
sharing persanal or financial information. We strongly
discourage wisiting this page. Learn more about Opera's fraud
protection.

Go to homepage

lgrare this swarning

Generated by Opera.
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Picture: “Fraud Warning”

“Certificates” are used to verify that a Web site secure to use. If there is something
guestionable about a certificate, a warning diakdiy be displayed. Certificates like credit
cards have aaxpiry date, and must be renewed on a regular basis by thelgemintaining

the site. A certificate is issued by an authoridyd single site to use, and sites cannot borrow
certificates from each other as this invalidateswihole concept of certificates.

Security information for www. bokus.com

Server certificate chain

by, bioks com
r Equifax Secure Global eBusiness Ca-1

Details

Picture: “Certificate”

10.6.2.2 Password Manager
Opera’s password manager is called “Wand”. The Wiandutomatically activated when
entering a website asking for your password, or lsamrmanually activated by clicking a
“wand icon” in the address field.
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l,' Do wou want and (password manager) to save the password?

Mext time wou can log in with Cerl+-Enter or click the Wand buttan,

|| Sawve choice For this page only

<htkps: | v, google. comjaccounts) Servicelogin =

Picture: “Wand — Save password...”

The user can decide if Opera should remember thewmad. The Ul above havecheckbox

for saving password“for this page only”, which allows the user to eawultiple passwords
per domain. If the user leaves this checkbox urlad means that the password is stored
for the entire website.

The next time the user enters this website Opeliahighlight the form fields(yellow as in
picture below). The user only has to click on theahd” icon and the form will be
automatically filled in (or press ctrl+enter).

=]

fii.;_-limarks iidgees™ Tools  Help

[\E https: f s, google. comfaccount sfServicel ogintservice=mail SeGodgle Inc fus) | - 6{3

J : =
:approach to email. -
Aperiment in a new kind of webmail, built on the idea that you

“ave to delete mail and you should abways be able to find the Sign in to Grnail with your

“ant. The key faatures are: Go 53[(-: Acobunt
TL\('OI]'t sort. Username: noreply
4le search to find the exact message you want, no matier .
s sent or received. Passward:
S . [% .| Remember me on
“anything away. this computer.

Y megabytes (and gaunting) of free storans so, youll | signi e -
l\'\te "-\1?5 -\'-. o \."_.-r\.l-\,’,\-.."wi\\--"’* .\."'-.\,._./’

Picture: “Highlighted form”

The user can configure (e.g. add, edit or delet#t)ngjs made in the form filler by using
“Tools >Preferences > Wand > Passwords”.
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Server. manager

S =l

k a wiwy, adlibris, se ' Add. ..
4 a wiww, blogger. com
* I vy, bokus, com Delete

Edit...

Picture: Configure passwords

The user of Opera is also facilitated in fillingather forms on websites. The user configure
their personal data in “Wand” (Tolls>Preferences»\jaas in picture below.
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Preferences

Fill in saved user names and passwards with a click on the Wand button

| Let the ‘Wand remember passwords Passwaords

Cpera can auko-complete Forms with vour personal information
Fir sk mamme | Last name

E-rail Homepage
Telephone Mabile

Address

ity Region/skate
Postal code Counkry

Qther

Picture: Wand

In the picture above of the Wand window, the usar pre-fill personal data, facilitating fast
fill-in forms at websites later.

10.6.3 Summary of usability problems
When walking through Opera the following potentiaability problems were found:

Warning not seen

The “warning” icon is too small and not in “eye &®. Below is a picture of an example

were the website is not fraud checked. But the Iprobis that this warning is hard to see
(notice) e.g. since the icon is too small and spkiyed in the “wrong” place. The users focus
is often in the upper left corner or in the cemfehe Ul. In Opera the warning is placed to
the right in the address field.

“JSyster Lycklig - Opera BEE

Arkv Redigera Visa Bokmérken Maricker Verkiyg Hisp

[ty Pk | s ijmail. glocainet ne... L. 3| @Bokus bokhandel - nar d.., | -
W v e D b wea.systerlycklig e [Cl« - 63
Syste L»}c{d i

— v dig ¢ it hem —
¥ Startsidsn ' Orn Syster Lycklig | Férféretag | kepuillkor ' Komtakts oss Besék ulrbutik | Skicka present | Medlemsbrey ' Press

Warning icon - not warning

The choice of warning icon can be argued. The awwve should warn users that the website
is not fraud-checked. Is a question mark reallycating a warning?
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Error when using wand

When using a website where a lot of personal infdiom needed to be revealed
(www.bokus.se- an online bookstore) some error occurred — Opea shut down and an
error message was displayed (picture below). Thippened many times without any

explanations.

@h\ T S T e

Arkiv Redigera  Yisa Bokmérken Manicker Yerktya  Hidlp

[ my ik ([ bt gfma giocalnetine.«. L. | [Cbacker - Googia-skring

o = = b ‘ » | @l https:jfwew. bokus.com/cgi-bingnew_customer.cai

boégsl-sla% n Inloggning E] Bestilining

Ny privatkund &

Fyll i formularet nedan och klicka "Fortsatt”,

{ ] Kvitto

fwbrgt kéin

Har du redan ett konta ren glémt ditt anvandarnamn eller lasenord? anvand vart [senordsverktya 54 mejlar vi dina uppaifter p§ studs!

10 5t obligatoriska uppgifeer { *)

Inloggningsuppaifter

Wilj ett anvandarnarnn och [8senord till kontot, Kom ih3g dessza, | framtiden

anger du dem nar du handlar eller laggar in p3 ditt konto.

Anvandarnamn * (rmax 100 tecken)

(endast tecknen a-z, A2, 0-9)
Lisenard * (max 20 tecken)

(=i mellanslag)

Uppreps losenord *

Adress
Férnamn * Efternamn *
oo Gata *
Pastnr * Ort # Land *
Suarige -
Betalsatt

& Fakturs (betaliningsvillkor 14 dagar)

Kontakort (Viss, MasterCard/Euracard eller American Exprass)

Owrigt

Ul not resizable

After some usage it was obvious that some Uls weteesizable. Thus it was not possible to

see (read) the whole link text.

Att valis snvindsmamn

Opera Internet Browser

Opera Internet Browser har stott pa ett problem och
maste avslulas.

Orn du arbetade med ndgot kan informationen som du arbetade med ha gt
farlarad

Beskriv problemet for Microsoft.

Wi har skapat en felrapport som du kan skicka till oss. Rapporten kommer
att behandlas konfidentiell: och anonymt.

Om du vill s2 informationen i ferapporten klickar du har.

Skicka felrapport
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Serverhanterare

"g wovae, adlibris, se Lagg kill,..
L% htkps: e, adlibris, sef/payment. asp. .. marial 972lindstram ‘i
(3 v blogger.com . Tabot |
| htkps: | frsene, blogger, comystart marialindstrom@aloc alnet net
Vv ks, com
| https:/ v, bokus, comfegi-binfcart ... marialindstrom@ala, ..

| htkps:f fenene, bokus, comfegi-binflog_i... marialindstrom@gloc, ..

Confusing verifications

As far as understood tlsecurity statuscan be stated either “Verified” or “Not verifiedThe
problem is that there seem to be differences int Wiese two statuses “verify”.

“Verified”

When a website is “Verified” Opera tells the us@his site has been verified by a trusted
third party and is not listed on Operas blacklissespected fraud sites”. Is this one or two
verification?

Oneverification

The third party has checked that the visited wehbsitnot on the blacklist (which is verified
by a trusted third party).

Twoverifications

1. This site has been verified by a trusted thirdypéitst verification?)
2. This site has been checked against a blacklistsandt on the list (second
verification?)
Threeverifications

The message below can be interpreted as threeatiffmessages:
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Security information for www.systerlycklig.se

? Mot Yerified

Cpera has no information about the current site. It is not on the
blacklist of suspected fraud sites, and it has nok been verified
by a trusted third party,

Flease report this site if vou believe it should be blacklisted,

Report as Fraudulent

Tmsmgtch--
rcesrust PRISATaNkK

s Enable Fraud Protection

In this message the user gttee messages:

1. Opera has no information about the current site

2. The site is not on the blacklist of suspected frsites

3. The site has not been verified by a trusted thadyp
A solution to this problem could be to separate therent messages (verifications)
explicitly, both in textual form (differentiate trdifferent verifications in a better language)
and in graphics (e.g. by use of different iconsdiffierent kinds of “not verified”)

Same password — no distinction

When inspecting Opera the same settings (user aach@assword) were used for all visited
websites (to make it easy to remember during insp®c When trying to login by using the

“Wand” the problem occurred: it was impossible tstidguish the different logins (e.g. as in
picture below).
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_/_-’ Select the username you want to use,

marialindstrori@glocalnet. nek
marialindstrormimglocalnet. net

The problem is that the users is not allowed tonfeaor “tag” the different login, e.g. the
user would like to name them according to which sitebthey belong, or according to
purpose (e.g. shopping, chatting etc) of login.

10.6.4 Usability criteria

In this section some reflections are made aboutwbb browser Opera according to the
usability criteria developed in this study.

10.6.4.1 Comprehensibility

Opera is comprehensible after some usage, butrgt Some things are hard to
understand, e.g. to make the “verification” undmmdable (see “Confusing
verification” p.34).

10.6.4.2 Error prevention

Opera is quiet good in giving the user feedbacKkotfof messages is given and the
“Help” files are rather informative.

10.6.4.3 Task suitability

Opera is suitable for its task. The user is nodéiad in its primary purpose, rather
assisted e.g. in form filling when buying books.

10.6.4.4 Controllability

The user has control over some things e.g. theg Yertificates” and “security
status” from Opera and has the option to set awmassfor saved data. But the user
has no control over their data after data is reackde.g. retention, deletion of their
data at the service provider).

10.6.4.5 Likeability

Opera is easy to adopt because of the ease afjfili web forms etc. But one could
wish for more features e.g. in identity management.
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10.7 Safari
Safari (version 3.1) was installed and evaluatedithof April 2008.

10.7.1 Short description

According to the website (Apple, 2008) Safaris‘ibe fastest, easiest-to-use web browser in
the world. With its simple, elegant interface, $afgets out of your way and lets you enjoy
the Web — up to 1.9 times faster than Internet énepl'.

Safari offers “Pop-up blocking”, “Tabbed browsingResizable text areas” etc.

10.7.2 Available functions

Safari offers many different functions (some statbdve). Interesting for this evaluation is
the following:

0 Security
“Enjoy worry-free web browsing”. Safari uses “robescryption to ensure that your
private information stays that way”. A lock icon upper Ul indicates security and
offers detailed information about credentials amcusity certificates.

o Private Browsing
Private Browsing — “to keep your online activitiggvate”. With this function turned
on nothing about the browsing is stored. If PrivB®wsing is turned off Safari
offers a one-click “cleaner” to empty the cache aledrs all browsing data (function
called “Privacy Reset”).

o Form AutoFill
Form AutoFill “completes online forms with informeai from the users address book
or from previous completed forms”. Safari also ff@utomatic fill-in of account
name and passwords — “all stored in a secure etechfprmat”.

The functions within Safari ma some extentinto the following IMS functionality (see
section 2.3 above):

* Identity management— Even thought Safari does not fulil requirements within
the identity management, but to some extent theyrde user is able to manage
different digital identities for internet browsingnd these identities can be configured.
But Safari does not assist the use of pseudonychSLamkability”.

« Authentication management— A user of Safari can easily manage passwords and
other login data. Safari also handles certificates credentials. The user is also able
to fill in web forms assisted by simplified actionghin Safari.

» Context-monitoring — To some extent Safari also facilitates context raoimg. It
identifies the context within Safari (e.g. conteattbelp files) and also the context on
the service side (e.g. the user has been hereghejor

* From filling - “Form AutoFill” completes online forms from addselsook or previous
forms.
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10.7.2.1 Security

When a user enters websites that handles privatee@momical data one should control that
the website is “safe”. Safari offers security deréites to ensure safe communications. These
certificates are issued by trusted organizatiogs ¥eriSign, Inc. and RSA Security, Inc.
Safari checks if the visited websites have legdifesmtes. When a user enters an authorized
website (with approved certificate) a small loc&rids displayed (marked in picture below) in
the upper right corner of Ul. Unfortunately the ncts too small and would probably be
missed if the user does not know to look for it (en@bout this in chapter below, called

“Usability problems”).
S

If the user clicks on the lock icatetailed information about the certificate is displayed, in
three different tabs.

Thefirst tab is called “General” and contains information about

0 The purpose of the certificate

0 Issuer of certificate

o Who the certificate is issued for
o Date of certificates validity etc.
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Certifikat

Allmank | Information || Certifieringssikyvag |

®
Certifikatinformation

Det har certifikatet dr avsett for foljande syften:

«Bekrafta en Fiarrdators identitet
«Bekrafta din identitet genternaot en fiarrdator

* Marmare information finns i ukFardarens kommentar,

utfardat kill swps. vy sebank, se

Utfardat ay v, verisign.com/CPS Incorp. by Ref, LIABILITY
LTD. {97 Yeridign

Giltigt frdn 2003-02-14 till 2010-02-22

Installera certiFikat...] [ IUtF&rdarkammentar ]

The second tab(below) is called “Information” and contains détaabout the certificate such
as version number, serial number, algorithm etc.
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Certifikat
Allmant | Information | Certifieringssékvag |
Wisa,., | <hllax v |
Falk Yarde i~

E‘v‘ersinn V3
ESerienummer G254 Gadifdafar 23 o2,
ESigneringsaIgnritm shalRSA =
Eutférdare Wi, werisign, conn/ CPS Incorp, ..
EGiItigt Frén den 14 Februari 2008 02:00:00
EGiItigt till den 22 Februari 2010 01:5%:59
Eﬁmne swpS.ww sebank.se, SEB IT, 5...
EOFFentIig rickel RS54 (1024 Bits) )

Redigera egenskaper .., Kopiera till fil...

Picture “Information” tab

The third tab is called “Certificate Search path”. It also des thestatus of the certificate
(the certificate below is valid...).

Certifikat

allmant | Information | Certifieringssokyag

Certifieringssaky &g
Werigign Class 3 Public Primary Ca

= wnanes, verisign.comCPS Incorp, by Ref, LIABILITY LTDL(C)97 We
‘. [=] swps.wv.sebank.se

4| i} ] 3|

Wisa certifikat

Certifikatstatus:
Det har certifikatet &r gilkigt.

Picture “Certificate Search path” tab
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If a website cannot transfer data in a secure vedgrbwill notify the user with a message
Thus the user is able to abort transmission of.datdne user does not want this kind of
warnings the “security message” can be turned off.

Another security function is abogaving login data.When a user enters login data he/she is
asked if Safari should save these data to fa@lit@ixt login. The user has three options (from
picture below):

o Never, at this website
o Not now
o Yes

Vill du spara losenordet?

Oppna panelen Autoformular i Safari-instillningarna om du wvill
granska och ta bort sparade |Gsenord.

{Ardrig for den har webbplatsen 3 I'r Inte nu \I {i Ja )

Blo er T R

(Coceam ) =77

The first option (“Never at this website”) puts tvebsite on a list of sites where login data is
“denied” storage. This list is editable by the uskus the user is able to delete sites from the
list whenever the user wants to.

10.7.2.2 Private Browsing

When a user brows the Internet a lot of informat®atored e.g. visited websites, its content,
user name, password, credit card number etc. lutiee doesn’t want this information to be
stored the Private surfing feature can be turned on, which means that:

o Visited websites are not stored in “history” list.

The names of all downloads are erased from the fidoad list”.
Information from “auto forms” (e.g. name and passiyds not saved.
Search words are not saved

Cookies are deleted

O O OoOOo

This is a really good feature, since the user aaprovident and decide to not save history
data even prior browsing. Private Surfing must gsvae turnean by the user(not a default
setting) and can be done at any time.

If the user hasn'’t activated “Private surfing” dédastored e.g. about visited websites (the
history of browsing). But the user is able to delete this informatdterwards. This can be
done either by deleting all data at once or by rafipuselecting what history to delete
(manual deletion in picture below). Safari can astete this information automatically.
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il Bokmarkesrad Bokmarke A r 4
[=| Bokmarkesmeny ¥ (L) Senast besokta idag KL §
e Hisere 4F Aftonbladet: Sveriges nyhetsportal - Flash Player Installation http:/ femw.aftonbladet.se/ k|
[ Alla RSS-strammar €A Apple - Safari - Download http:/ feaww.apple.com/safari /download /
s  Apple - Safari ttp: / fwww.apple.com/safarl/
BOKMARKEN @ Apple - Safari http: / fwwwi.apple.com/se/safari/
{Z] Adressbok 3 Apple - Safari - Download ttp: { fwww.apple.com fse/safari/download/
(] Bonjour €3 Apple - Mac OS X Leopard - Funktioner - Safari http:/ fwww.apple.com/se/macosx/features /safari.html
(] Historik. 3 Apole - Sokresultat for 'safar’ http:/ fwww.apple.com/se/search/?q=safari )
(L] Alla RSS-strémmar A (ingen titel) http:/ fwmww.apple.com/se/startpagef 2 4
[ Importerade IE-bokmarken 4 Aftonbladet: Ratt fonster for dina alsklingar (Hem & Tradgird) http: / fwww.aftonbladet.se/ hemtradgard/article2138543.ab 5%
(5 mporerade Netscape ozl
tyda.se http:/ fwww.tyda.se/ 4
i
Sl o o, / B St v AT A sty P T B \..A‘/
A s W Lo R P L ! ol

Picture: Manually deletion of history

Safari also has a simple-click “Reset” function. 8icking thisall information is deleted
within the Safari. This can be useful if you usehared (public) computer and not want
anyone else to see this information.

10.7.2.3 Form AutoFill
Safari can help the user to fill in forms at websjte.g. your name, address and account
information when buying things on Internet. ThisutaFill’ can be done in different ways by
using this “menu’:

Autoformuldr [xI

Autoformulir for webbformulir: W Anvand info fran mitt Adressbok-kort

E Anvidndarnamn och lésenord
W Andra formular

@

Picture “AutoForm menu”
The options are:

0 Use info from address book- Safari uses the information from the address book
(info needs to be pre-filled in by the user) toifilforms at websites. If the address
book is empty, theno data can be automatically filled in (picture 1lovg.

0 Username and password Safari can help the user to fill in username passwords
at websites that demands login data. When entdateyfor the first time the user gets
a question if Safari should remember login datad Are next time the user enters this
website login data is already filled in (pictureb2low).
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o Other forms — If this feature is activated Safari saves ttiermation the user enters
in different web forms at Internet. This data catet be used in automatic form filling
(picture 3, below).

The following three Uls are activated by the thmdifferent “Edit” buttons (Swedish
“Redigera”) in picture above (“AutoForm menu”):

Egenskaper for EJ E|

Sammarfattring | Mamn | Hem || Arbete | Privat | Annat | MetMeeting | 1D-nunmer

Sammanfattning av infarmationen an den har kontakken

Marnn: |
E-postadress:
Telefon (hem):
Personstdkare:
Mobilkelefon:
Egen webbsida:
Telefon (Faretag):
Fax (féretag):
Befattning:
Avdelning:
Kaontar:
Faretagsnamn:

Féretagets webbsida:

[ ook [ swbut

Picturel, activated by “Use info from address book”

The address book was empty. To make this featurk the user have to pre-define data in
the address book.
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Webbpiats Anvindarnamn

htrps:/ fwww. adlibris.se/ marialindstrom@glocalnet.net

https:f fwww.blogger.com/ marialindstrom@glocalnet.net

https:/ fwww.bokus.com/ marialindstrom{@glocalnet.net

(* Tabort ) {* Ta bort alla )

Picture2, activated by “Username and password”

This list present different websites were | haweaded login data. Unfortunately the user is
not allowed tmamethese identities (e.g. use pseudonyms).

Webbplats
Jbokus.com
.blogger.com
{ |.apple.com i
Ayda.se

i ( Tabort ) { Tabortalla )

Picture3, activated by “Other forms”

This list consist different websites where web fermere filled in during inspection (with
personal data).
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10.7.3 Summary of usability problems
When walking through Safari the following potentsiability problems were found:

Private Surfing — not “Private”

Safari offers a function called “Private surfingftom the help files of Safari one can read that
“Private surfing means that:

o Visited websites are not stored in “history” list.

The names of all downloads are erased from the fidoad list”.
Information from “auto forms” (e.g. name and passilyas not saved.
Search words are not saved

Cookies are deleted

O O O0Oo

To an “ordinary user” the name of this feature gaticate that he is browsing the internet
without leaving any traces. This is not really triie user of Safari is not “private” to the

website they visit, only on local computer, sina&8i users are not hiding their IP-address
and the data transferred is not sent anonymous.

The function “Private surfing” is only private tbelocal computer. E.g. if a public (shared)
computer is used for browsing the “Private surfifggiture is good, since no other user of that
particular computer can observe former browsing iatetnet activities. But the browsing is
register at the service providers (websites theif)vi

Thus the option to surf “private” olocal computer is a good feature, but mustriaened
understandable (elucidate that the privacy is amlthe local computer — not towards internet
providers.).

Address book revealed wrong data in web form

An error occurred during inspection of Safari. Wheying to automatically fill in a form
(using pre-filled data from address book) data Wked in at wrong places (see picture
below).

Examples of errors:

o at*“c/o” “first name” was inserted

o at “Home phone number” the area code of Karlstasl wserted.

0 Home phone number was inserted at three diffedacep (at “Mobile no”, “Work
number” and “customer credential”)
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Dina kunduppgifter

Klicka "Spara" ndr du gjort dina dndringar.

Observera att adresséndringar nedan far effekt endast pd kommande bestliningar. Om du har lagt en
bestallning med fel adress, annullera bestallningen och lagg en ny med ratt adress.

== philgatorisk uppgift

Andra l6senord

Muvarande |losencrd

| | For att andra ditt lasenord méste

Mytt lésenord (max 15 tecken) du forst ange ditt nuvarande
ldsenord.

| | (e] mellanslag)

MNytt lGsenord Igen

Adress
Farnamn * Efternamn *
[ Maria | [ Lindstram |
. Du kan aven anvanda faltet "c/o"
oo Gata for att ange din portkod. y
Maria N\ | [ Morrmaimsgatan 14 | e
Postnr * )Pcrstart ol Land * %
\B5465 |Kar|stac: | | Swerlge v | j
______________________________________________________________________________________________________ ¢
Betalsitt £
® Faktura (betalningsvillkor 14 dagar) '
() Kentokert (Visa, MasterCard/Eurocard eller American Express)
Ovrigt 3
E-postadress * personnummer * (ARMMDD- X000 En'fl r;fif;gg;gﬁg‘i?ﬁ::é‘ﬁ;ﬂ” ‘b
| marialindstremigiglocalnet. net | | 720308-0366 | ovan. ilﬂ
Telefon hemma Telefon arbete l:’

Nloss-185531 A | [ofa-185531 '\ |

Studentstatus

[ Jag ar student vid en hogre utbildning
“-ﬂmnw&mq\mllniyﬂﬂwtarw;wmty\q?m

M

|54 85 | [054-185531 | -
<ml \ Ku;referens\ }

MR, Pt s ff et

Hidden address book

Another problem is that the address book is hidtkep down (low hierarchical) in Safari and
is hard to find. To be able to fill in information the address book the user has to do a lot of
clicking — Edit> Settings>AutoForm>“Use info fromym\ddress book”>Edit...

After these steps the following Ul is displayed:

[Final], Version: Error! Reference source not found. Page 100
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

Egenskaper far

Sammanfattning | Mamn | Hem | Arbete | Privat | Annat | NetMeeting | 1ID-nummer
Sammanfattning av informationen om den har kontakken

Marn: |

E-postadress:
Telefon (hem):
Personsdkare:
Mobilkelefon:
Egen webbsida:
Telefon {foretag):
Fax (féretagh
Befatkning:
Avwdelning:
Kontar:
Féretagsnamn:

Fdretagets webbsida:

ok | [ Awbm

Picture “Address book”

To be usable the address book needs to be pregést lup in the menu hierarchy.
AutoForm could not fill in form

During inspection a message was telling that “datet available in the address book” even
thought at leassomeof the data was. At this point the one would hheped that Safari at
least should have filled in these data, thus tlee asly have to complement with data missing
in address book..

Bli medlem i Arla Kéket! - Vara mattjanster ~ ARLA Koket — Arla

Innehdll Historik Bokmarken Fonster Hidlp

o ye— 5.arla.se/Default___15978 @ Autoformulidrfunktionen kunde inte fylla i formuliret.

©

SRR SR IANLLORGN N+

fyller i med hialp av
information frén ditt kort i Adressbok eller frin webbformuldr du fylle |
i tidigare. Informationen som kravs av formuldret matchar inte de ¥
uppagifter som Autofarmular har tillging till. | e

Yahoo! Google Maps _ YouTube . Wikipedia |

@

Sk pa arla.se

AKTUELLT PRODUKTER HALSA ARLAGARDEN KONTAKTA 0SS

Start / ARLAKoket / Vara matjanster / BIl mediem | Arla Kaket! ‘MiNA SIDOR
Sok recept

" . m 1

Tomaskatoret Bli medlem i Arla Kdket! S posidress

Gor din egen kokbok Som mediem kan du

e wintinssor + prenumerera p& dagens recept och veckans matsedel

et + spara recept och veckomatsediar p dina egna sidor © Glomt senord?
e + gora din egen tryckia kokbol © Vil du bil mediem?

:ﬂf“wmmrﬂdﬁgv « bestilla recept och veckomatsediar via e-post

« 12 Arlakékets nyhetsbrev 5 ganger per ar

Fredagstipset v 14
. Bil gratis medlem hr och nu!
E-past och fosen bifrdin inioggningskod
Fest & Kalas
Uppaifierna du lamnar kommer enbart att anvandas for att skicka dig vara nyhetsbrev
Tie [ topp SggrfAr samt for att du ska kunna spara dina instalningar.
Matskolan

kéket' Lésenord
i Moo BOGSEEGG o Bcrnpenote,  pmrnmnn iet

.
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Too small icons

Security certificates are displayed by a small ladkn in Safari (in the upper right corner of
Ul below). Unfortunately the icon t®o small and would probably be missed if the user does
not know to look for it. A better solution may lwegdut this icon into the address field.

Valkommen till Internetkontoret for privatpersoner @
Arkiv Redigera Innehall Historik Bokmérken Fonster Hjdlp
._ [ hatps:/ / swp6.vv.sebank.se/cgi-bin/ pts3 /wow/wo10.c1010.f00171= @ BQ- Google
[0 Apple Yahoo! Coogle Maps YouTube Wikipedia Nyheter™ Populira:
SlElB Valkommen till Internetkontoret fér privatpersoner
Personnummer | | (aammddnnnn}
Signatur (skapas med 9325, 2359)

Logga in
Sa skapar du en signatur
Med oval digipass Med fyrkantig digipass

1. Tryck pa piitangenten. 1. Tryek pa oniof och darefler pa bokstaven s.
2. Ange din personliga kod. Appli visas | fnstret. 2. Ange din personliga kod och tryck pa =,
3. Tryek pa 2. Siffran 1 visas | fonstret 3. Ange 9325 och tryck pa =,
4. Ange 9325, Siffran 2 visas | fonstret. 4. Ange 2358 och tryck pa =,
6. Ange 2359. Signaturen (6 siffror) visas i 30 5. Tryck pa = en sista gang. Signaturen (6 siffror)
sekunder. visas | 30 sekunder.
6. Ange signaturen i faltet avan ach Klicka pa Logga 6. Ange signaturen | faltet avan och klicka pa
in Logga in

# Din digipass

» Hidlp att logga In forsta gangen

» Kom Igéng-guide (pdf292 kB)

# Bli kund pa internetkontoret

#» Teknikhjdlp

# Anvéndarvillkor for kunder utanfér Sverige

Not able to name identities

Safari offered a list of websites where the usereh@vealed login data. Unfortunately the
user is not allowed to name these identities (esg.pseudonyms).

Sensitive data in address book

Since the address book contains sensitive datautdvbe good to protect these data with a

“master” password, which also supports privacytwnlocal computer. This is not facilitated
within Safari today.

In some cases the user may want to delete allvd#tan the address book (e.g. the usability
inspector wanted this feature after finished infipag. This is not facilitated in Safari today.

This is probably an unusual way of usage, thusagistyonot a common problem. The function
“Reset Safari” was deleting all data except dathénaddress book.

10.7.4 Usability criteria

In this section some reflections are made abouarSafccording to the usability criteria
selected for this study.
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10.7.4.1 Comprehensibility

Safari is comprehensible. The help files are regtlgd. The text is short, informative
and written in a simple language helping the usarrtderstand things that otherwise
could be hard to interpret.

10.7.4.2 Error prevention

Safari is really good in error prevention. E.g.ytlodfer “Privacy Reset” which is a
function that erases tracks of the users browsSafari also facilitates messages if
something is wrong. E.g. if a website can’t maimtai secure transition of data it
notifies the user prior sending data so the useabart transition if he/she not want to
“risk” anything.

10.7.4.3 Task suitability

Safari is also suitable for its task, especiallynfy in password and to use for “Private
Surfing”. The user is not hindered in its primaypose, rather assisted.

10.7.4.4 Controllability

Safari offers detailed information about securigrtificates and credentials. The
function “Privacy Reset” is also implying contr@ince the user can erase browsing
data if he wants to.

The user of Safari has many options (extra fingdbeas easily can be turned off if the
users want to.

Safari facilitates a simple-click “Reset” functiowhich gives the user control over
his/hers data. By clicking this all (absolutely)&ahformation is deleted within the
Safari.

10.7.4.5 Likeability

Safari should be likable to most Internet userassiisted in filling in passwords, and it
also allowed “private” surfing (very easy one-c)ick
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10.8 Firefox

Firefox (version 2.0.0.13, released 25 march 20@8) installed and evaluated tHe & April
2008.

10.8.1 Short description

According to Firefox website (Mozilla, 2008) “Fief 2 is full of helpful features to make
your time online more productive”.

"

«h\t\r
i
|
/

/

Firefox offers “Tabbed browsing”, “Spell checking'Pop-up Blocker”, “Handle cookies”,
etc.

10.8.2 Available functions

Firefox offers many different functions (stated a#p Interesting for this evaluation is the
following:

0 Secrecy
0 Security
o Certificate
These functions map into the following IMS funciadity (see section 2.3):

o0 Authentication management
o Context monitoring
o Form Filling

10.8.2.1 Secrecy
In the secrecy folder the user can set conditions f
0 History

o Cookies
0 Sensitive data
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Installningar @
L X J = = (i
W O @ B ea &8 &
Allrnank Flikar Innehdl R33 Sekretess Sakerhet  Awancerat
Histarik L%
Ko ih8g vilka platser som besékts de senaste :_9 | dagarna,

Spara det sorm skrivs in i formular och i SokFalket
ko ihdg vilka filer som hameaks
Kakar
Tilldt att webbplatser lagrar kakor

Eehdll tills; | de Farfaller -V_i
-~ Kanslig data

[ rensa alltid ut kanslig data nér Firsfox avslutas

Erdgainnan rensning av kanslig data

Undantag. ..

Rensanu...

O

] [ avbryt ] [ Hiélp

History

D3.13

In History the user can set for how long visitedovaldresses will be saved, if fill in data
should be saved or not, and if Firefox should refmemwhat files have been downloaded.
The history list (picture below) only shows whathsges the user has visited. Thus this is not
a history management according to requirementsti¢gee@.3.6 above) of an IMS (e.g.

“review all data one have transferred to a pardicservice provider”).

3 Syster Lycklig - Mozilla Firefox

Arkiv  Redigera  Visa BEEZLI Bokmarken  Verkbyg  Hidlp

Hilﬁ.sei

Glocalnet WebMail
Logga in

Logga in

Firefox 1.5

Wisa i sidofalket Ctri+H

ATER I LAGER [
FYNDA
1+ ACCESSOARER & I
* VASKOR

= Kundwagn [ 0]

Summa 0,00 kr

Vdlkommen till Syster Lycklig!

1 uBr butik p& Tegnérgatan 12 | Stockholm erbjuder vi
en spannande blandning av mabler och
inredningsdetalier till ditt hem samt fina saker till dig
sjaly 58 som smycken, klader och accessoaren Vi har
zwen minga saker till de s&ta smi,

Hir ph wir hemzida visar vi utvalda delar av wirt
sortiment. Du kan Sven bestilla de flesta varorna
direkt harn till dig.

Q;ﬂ 3 . E Bak_gtt AIt+Vans.terp|I =
P komighng B Senast  Startsida Ale+Home:
Ll teazarn M Lycklig G|

Logga in r

Logout I

Sendlsg 5‘

Skriv meddelande

— for dig ¢ dift hem —
Glocalnet - =
Lycklig  * Férfaretag  *Kapuillkor  * Kontakta oss Besdk vBr butik  * Skicka prasent  * Madlemsh

[* BAD & 5PA & LAt dig inspireras! Hu Srantllg
E‘ :25:;“[“ - Tina & Anna - Lyckliga Systrar ::’epl-’e'::
i BROLLOP 299,00 kr
= zﬁizm\smn
Ul “History list”
Cookies
The user is allowed to set conditions for cookies.
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Private Data

The last secrecy feature is about “Private dat&eféx gives the option to “always erase
sensitive data when Firefox is closed” and “Askdveferasing sensitive data”. Firefox also
offers the ability toclear all your private Web browsing data with just one click (Tools) -
with the “Clear Private Data” tool (snapshot below)

'Q Clear Private Data - L/:\J

Clear the Following Rems now:

[] Browsing History

Dowenload History

|| Sawed Formn snd Search Hetory
[#] Cache

[ cockies

futhenticated Sessions

| Clear Private Catamiow | | Concel

10.8.2.2 Security
In the “Security folder” the user can set condisidar:
o Warnings

o Password
o Phishing Protection
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Installningar

Allrmant Flikar Innehdl R33 Sekretess Sékﬂhrhet Avancerat

Marna nar webbplatser vill installera Lillagg Undantag. ..

‘Marna mig orm platsen som bestks &r en misskankk bluff

(%) Kontrollera mot en hamtad liska p& misstankta platser

{7 Kontrollera genom att fréga r@%fe_ ™ | om varje plats jag bestker

Losenord
Spara ldsenord Fir webbplatser Undantag. ..

[] apvand etk huvudldsenord

‘Wisa ldsenord. ..

Varningsmeddelanden

Malj vilka warningar som ska visas under webblasning Instalningar. ..

ok || st || Hise |

Ul “Security”

Warnings
The user can be warned about the following:

o0 Warn before installation

o0 Warn if website is suspicious (e.g. phising prategt
o Control against list of suspicious sites
o Control by asking...at every site | visit

Password
The user can set the following passwords conditions

0 Save password for websites
o Don’t save password for these sites
0 Use a main password
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3 Spara lisenord

Inloggningsuppgifter har sparats Fér Faliande webbplatser:

‘webbplats Arvandarnamn

http:ffmail. glocalnet . net matialindstrom@glacal...

Ul “Saved password”

&3 Spara inte lGsenord

Inloggningsuppaifter sparas inke For Faljande webbplatser:

wWebbplats
hktp: ffrnan blip, se

hktps: v, google, com

Ul “Don’t save password at these sites”

Password facilities

When login data is saved the users is facilitatétl eitherpre-filled login data, or the user
getsalternatives in drop-down list (se picture below).
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G Glocalnet

Welcome to Glocalnet Webmail.

Anvandarnarmn: ma

Lisemai: marial 97 Zlindstrom

marialindstrom@glocalnet. net

Coggatn

Oppna kontot genom att ange ditt anvandamamn och lésenord och klicka
sedan p& Logga in.

Another good thing about Firefox is that the usam enter dmaster” password to hide all
his login data within his local computer. This medhat other users of the same computer
can’'t observe others login.

Passwordcan be erased but this feature is hard to find and too low irerarchy.
(Tools>Settings>View password>Delete all data)

Phishing Protection

According to Firefox website phishing protectiomKés security to a new level, helping to
safeguard your financial information and proteat ym identity theft. When you encounter
a Web site that is a suspected forgery (known ‘@highing” site) Firefox will warn you and
offer to take you to a search page so you cantfiedreal Web site you were looking for”
(Mozilla, 2008).

T" Pt e v Hembas Mirar (Unedal sclabe oot -

» kot binaclines !

i Suspeited Web Forgery

This page hae been reporied a3 4 web Grgery desigred o ok
LEaE ko shar ing parsonad or francal o martion Entaring
prry parponsl o mation on this pecs may resul n danbty
twft or ofrer fraoad.  Pesd moee

Gt s ot of hered Tguore this warring

[ Dbl g sshy torme ]

Ul phishing protection

10.8.2.3 Certificate

Certificates help the user establish safe connmextio websites. When a website demands a
certificate the user can choose between

0 choose a certificate automatically
o0 ask eachtime
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Installningar

Alimént Flikar Innehsl R2S Sekretess  SEkerhet  fAwancerat

| allmant I Matverk | Uppdateringar | Kryptering |

- Protokall —

Areand TLS 1.0

- Certifikat
Mar en webbplats kr&ver ett certifikat:
() valj ett automatisk: () Friga varje ading

[Visa gertiFikat] [Indragandelistor] [ Yalidering ] ’Sélg.erhetsenheter

[ o | [ bt | [ Hpap

\

D3.13

The user can also “View certificdtépicture below) - view details such as “your dférhtes”,

“Other persons certificates”, “Websites” and “issue

) Certifikathanteraren

Dina certifikat |Andra personers | Webbplatser | UtFardare

Du har certifikat frin dessa organisationer som identifierar dig:

Certifikatnamn Sakerhetsenhet Syften Serienummer Farfaller )

Ul “View certificate — Your certificate”
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©J Certifikathanteraren

Dina certifikat || Andra personers ||Webbplatser | Utférdare |
Du har certifikat lagrade som identifierar dessa certifikatutfardare:
Certifikatnarmn Sakerhetsenhet =)
=] HED
Aukoridad de Certificacion Firmaprof... Builtin Object Token =
[=1 (£} 2005 TURKTRIUST Eilgi Tletigim ve Bilis. ..
TURKTRUST Elekkronik Sertifika Hizm. .. Builkin Object Token
[=] ABA.ECOM, TNC,
ABA.ECOM Rook Ca Builtin Object Token
=) AC Camerfirma Sa CIF ASZT743287
Chambers of Commerce Rook Builtin Object Token
Global Chambersign Root Biltin Object Token
=1 a0 Tirme WWarner Tror. _:_ o

Ul “Issuer”

When entering a website where a safe connectientéblished the address field tupetiow
and alock icon is displayed, which means that Firefox uses douhtkcation of safe
connection.

J Glocalnet - Mozilla Firefox

kv Redigers Vs Histork Bokmérken Verktyg  Hislp
@ - - @ Q ‘\_1 alocainst. ain 75=120) 42

4 romiging 54 Senaste nytt (en)

Glocalnet

Ul “Yellow address field”

Clicking on the lock icon (picture above) activates a “sé&gwonfirmation” (picture below),
which tells the user that the identity of the \@ditwebsite is confirmed.
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) Sidinfo

Allmant | Eormular || Lankar Media|$

Webbplatsens identitet dr bekraftad

Webbplatsen mail.glocalnet.net stider dkthetsbevisning Far sidan som visas, Identiteten hos
denna webbplats har verifierats av Thawte Consulking cc, en Certifikatutfardare du litar p8 Far
detta swfte,

Wisa certifikatet som verifierar denna webbplats identitet.

Anslutningen dr krypterad: Higgradig kryptering {AES-Z56 256 bit)
Sidan som visas krypterades innan den skickades dver Internet,

Kryptering gir det mycket svrt For obehiriga personer att 1asa information som skickas mellan
datorer. Det & darfar mycket osannolikk att ndgon [3ste denna information nér den skickades
iver natverket,

Ul “Security confirmation”

When testing Firefox the usability inspector triexd log in at different websites. At one
website wrong login data was entered (login data feagotten and correct login data was
asked for in an email). Then this message wasalispl— a security warning:

The information you have entered will be sent loeerypted connection and could therefore
easily be read by a third party.

Do you really want to send this information?

Sdkerhetsvarning g|

[, Informationen du har skrivit in kommer att skickas dver en okryprerad anshutning och skulle enkelt
- kunna lasas av en tredje part.

&t du saker p& att du will skicka denna information?

Meddela nar information som inte & krypterad skickas,

| Fortsat | | avbryt

[Final], Version: Error! Reference source not found. Page 112
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

Ul “Security warning”

After receiving the correct login data the usapilitspector returned and tried to log in again.
And again a question came up asking if login datzukl be remembered. After answering
yes the interesting was to see what had happenttk tarrong login data — was it saved or
deleted?

J Spara ldsenord

Inloggningsuppaifter hatr sparats fdr fFéljande webbplatser:

Webbplaks Ay andarnamn
hittp:f fmail glocalnet, net marialindstrom@glocalnet. net
hikkps [ fwavawy adlibris, se matialindstrom@aglocalnet, net
hkkps iy, adlibris, se rarial 97 2lindstram
hitbps: e, bokus, com matialindstrom@glocalnet. net

Ta bort alla Wisa ldsenord

Ul “Saved passwords”

Surprisingly Firefox hadsaved the incorrect login datatoo, which lead to havingwo
different login to the same websitépicture above), where one of the login is incotrre

10.8.3 Summary of usability problems
When walking through Safari the following usabilfzoblems were found:

Session Restore

Firefox offers a function called “Session Restorehjch means that “if Firefox has to restart
or closes when it comes back you'll pick up exaethere you left off. The windows and tabs
you were using, the text you typed into forms, [wi]l all be restored”. This is a good
feature, but it can also be a threat to one’s pyivémagine if it isanotheruser switching on
the computer...then this user can “restore” and oesewerything the previous user did. If
the user don’'t understand this underlying consecgiéims is also a usability problem.
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Wrong data was saved

Once wrong login data was entered at a websitérigdd refused enter, but at the same time
the incorrect login data was saved. This also ietpthat the user had two login data for the
same website...

Hard to find important functions

In Firefox the user can save passwords in a Iigt,ibhe/she wants to these passwords can be
erased. But this feature is really hard to findcsint is placed too low in hierarchy.
(Tools>Settings>View password>Delete all data)

Similar functions separated in Ul

As one can see in the Ul below there are threesavéth options, separated by a thin line. The
upper area is about different warnings. By somaaedhe third area (lowest) is also about
warnings. To make an Ul easy to use it is importangroup elements. To separate similar
elements can confuse the user and makes it harfiedtthe element.

Installningar
L - = g {7 _
L [ - U A o Y Vg
Allmank Flikar Innehdll R3S Sekretess Sékﬂhrhet Avancerat

Varna nar webbplatser vill installera killaag Undantaq. ..

“arna mig om platsen som bestks & en misstankk bluff

i) Kontrollera mat en hamtad lista p& misstankka platser

i Kontrollera genom att fréga G-nngl;a + | om varje plats jag bestker

Lisenord
Spara ldsenord Fdr webbplatser Undantag...
[ anvand ett huvudidsenord

Visa ldsenord. ..

Yarningsmeddelandzn

Dl

Walj willka warningar som ska visas under webblasning Instaliningar. ..

ok | [ avbryt | [ Higln J

Missing headline

Another usability problem in Ul above is that thepar area misses a “headline” or a “tag”
telling the user what'’s in it. A usable Ul is alsansistent — thuall areas should be named.
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10.84 Usability criteria

In this section some reflections are made abouwgf@ir according to the usability criteria
selected for this study.

10.8.4.1 Comprehensibility

Firefox is OK to use. The help files are good, Buéfox does not imply trust. And it
was not helping the user with much (just fillinggassword).

10.8.4.2 Error prevention

Just like Safari, Firefox offer the user to eraseks of browsing. In Safari this was
called “Privacy Reset” and in Firefox it is calléDelete Private data”. Firefox also
gives the user feedback and displays warnings exaiicit way (double indication by
using both lock icon and yellow coloured addreskljiwhich is error preventive.

10.8.4.3 Task suitability

Firefox is suitable for its task. It is facilitagnfeatures like form filling and is not
hindering users’ primary purpose, rather assistive.

10.8.4.4 Controllability

The user can make some settings about how Firéfould behave. If the user wants
to he/she can also get warnings if something hdnsitiappening.

One feature in Firefox is threatening the useriggmy. It is called “Session restore”,
were an earlier web session can be restored aftgswahis means that another user
(on local computer) can restore and observe anog®s web session. A user must be
able to erase his session is he wants to — toleg@bontrol his own privacy.

Firefox offers information about security certifiea and credentials. The function
“Clear Private Data” is also implying control, sinthe user can erase browsing data
(NOTE! only erase data frolncal computer) if he wants to.

10.8.4.5 Likeability

Some features were really good in Firefox (e.g.mmeassword). Firefox assisted in
filling in passwords, and one good feature wasditieble indication of security status
when entering a website with safe connection (lmth and colour-indication).

Some negative comments are that it was impossibfend the personal form filler
data. It is stored somewhere (if the user want®tdigure it) but could not be found.
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10.9Internet Explorer
Internet Explorer (version 7.0) was installed analeated the @ of April 2008.

10.9.1 Short description

According to Microsoft website Internet Explorefess “new security features [that] make
you safer than ever”. “Internet Explorer offers neways to better protect against theft of
personal datafrom fraudulent websites, a practice known as phgghMicrosoft, 2008).

e

Internet Explorer 7.0 offers "Tabbed browsing”, ‘Yeihced printing”, “Instant search box”,
“Favorites center” etc.

10.9.2 Available functions

Internet Explorer offers many different functioresd. as stated above). Of interest for this
evaluation are the following functions:

0 Security Status bar
Phishing filter
Cross domain barriers
Delete browsing history
Address bar protection
International domain name anti-spoofing
URL handling security
o Fix my settings
Information about the functions (below) is takeanfr Internet Explorer website (Microsoft,
2008).

Security status bar

O O O0OO0O0Oo

“Color-coded notifications appear next to the addréar to make you aware of website
security and privacy settings. The Address Bar ghartogreen for websites bearing new
High Assurance certificates, indicating the sitenew has completed extensive identity
verification checks. Phishing Filter notificatioregrtificate names, and tigeld padlock icon
also appear next to the address bar for bettdviNigi You can easily display certificate and
privacy detail information with a single click omet Security Status bar”.

The colour of the Security Status bar tells you tivbethe certificate is valid, and it displays
the level of validation that was performed by tketi€ying organization.

The following table describes what the Securityti&tdoar colours mean.

Colour What it means

Red The certificate is out of date, invalid, or has an erBor more information, se
"About Certificate Errors" in Related Topics.

vellow The authenticity of the certificate or certificati@uthority that issued it cannot
verified. This might indicate a problem with thetdeation authority's website.
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The certificate has normal validation. This medret tommunication between yc
White browser and the website is encrypted. The certiinaauthority makes no asserti
about the business practices of the website.

The certificate uses extended validation. This medwat communication betwe
your browser and website is encrypted and that dbeification authority ha
Green confirmed the website is owned or operated by ankss that is legally orgazed
under the jurisdiction shown in the certificate aomlthe Security Status bar. T
certification authority makes no assertion aboatlibsiness practices of the website.

NOTE!
When evaluating Internet Explorer only “white” cafoof the status field were found.
Phishing filter

“This filter warns you about and helps to protect you against potenti&nown fraudulent
websites, andlocks the sites if appropriate. This opt-in filter isdgted several times per
hour using the latest security information from Mgoft and several industry partners.”

Cross domain barriers

“Internet Explorer 7 helps to prevent the scriptwebpages from interacting with content
from other domains or windows. This enhanced safalgives you additional protection
against malware by helping to prevent malicious sites from manipulating flaws in other
websites or causing you to download undesired obesoftware”.

Delete browsing history

The user can select how temporary internet filesikhbe handled and for how long (days)
visited websites should be saved.
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Instidllningar for tempordra Internetfiler och Tidigare @

Temporara Internetfiler

Kopiar av webbsidor, bilder och media sparas 58 atk de kan visas
snabbare i Framtiden.

Kontrollera om det finns senare versioner av lagrade sidor:
{1 arje ging jag besdker webbsidan
{:} Yarje gdng jag startar Internet Explorer
(%) Aukomatiskt

(3 aldrig

Anvand Faljande diskutrymme (5 - 1024 ME):
{rekommenderat: 50 - 250 ME)

124 =
Aktuell plats:
Ci\Documents and SettingsiOzlabdiLokala
instalningarh Temparary Internet Files),
[ Flytka mapp. .. l [ Visa objekk ] [ Visa Filer

Tidigare besdkta webbplatser
&nge hur ménga dagar poster i liskan dver webbplatser sam du
har besdkk ska sparas.

S
w

Antal dagar som sidor sparas: 3

| ok | [ aebrt

Ul “Browsing history” (temporary internet files)

Address bar protection

“Every window, whether it's a pop-up or standarchdaw, will show you an address bar,
helping to block malicious sites from emulatingsted sites”.

International domain name anti-spoofing

“In addition to adding support for International idain Names in URLS, Internet Explorer

also notifies you when visually similar charactergshe URL are not expressed in the same
language—yprotecting you against sites that couletretise appear as known, trustworthy
sites”.

URL handling security

“Redesigned URL parsing ensures consistent prawessid minimizes possible exploits. The
new URL handler helps centralize critical data paysand increases data consistency
throughout the application”.

Fix my settings

“To help protect you from browsing with unsafe se$, Internet Explorer 7 warns you with
an Information Bar when current security settinggyrput you at risk. Within the Internet
Control Panel, you will see certain critical itetmghlighted in red when they are unsafely
configured. The Information Bar will continue tomad you as long as the settings remain
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unsafe. You can instantly reset Internet secustjirgys to the "Medium-High" default level
by clicking the "Fix My Settings" option in the oMimation Bar”.

10.9.2.1 Usability inspection of Internet Explorer

Since some of the stated functions above (from d&ioft website) were hard to recognize
during inspection, this report will be structureccarding to menu (e.g. in picture below)
within |IE rather than the stated available function

/2 Aftonbladet: Sveriges nyhetsportal - Windows Internet Explorer

=

@. | * & | httpf v, aftonbladet sef é

: Arkiv  Redigera Visa  Favoriter Hijalp
Gooagle |G|+ 1 Tabort webbhistorik, .. ;] 851 blocked |~ %% .
T e 2 " i -fil BT
v 4aF |89 i il Aftonbladet: Swve Bl?d_%nn'.; 0¥ pepUpanster Lrikter” | | {
W bl MatFiskefilter 4 | S )
w annons Hantera tillagg 4 f

Windows Messenger
Diagnostisera anslutningsproblem. .,
Sun Java-konsol

Feeds p& denna sida 4
Windows Update S
| ¢
i
£
P

sak Internetalt

@) pftenblzdets 4°

In the “Tool” menu (picture above) the user can [dde web history”, “Block pop-ups”,
“Handle phishing”, “Handle extensions”, “Feeds” .elte last option (blue in picture above)
is “Internet alternatives” a kind of “menu” (picaubelow). The user can make a lot of settings
in this Ul. But in this report only functions ofterest for this studis inspected:
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“General”-tab

Internetalternativ @E] Internetalternativ
I program | Avencerst | Anshningsr L Progam | Avancerst
Sakerhet Sekretess Innehdl | Allmant Sakerhet | Sekretess nnehdl
Startsida
/? Du kan Ska';a startsideflikar genom otk skriva in varje adress pé Walj en zon som du vill se eller dndra sakerhetsinstalningar For,
é sinegen rad, AL BN 200 SOIMUELEVIESE ElEF anoia sare e Nt inndar 1O

| @ €« v O

Lokaltintranst  TilFéritiga  Ej tllFérlitliga

platser platser
[ anvand akkuell ] [F\nvénd standardJ L Tom ] Internet
\ebbhistorik Den hér zonen & avsedd Fir webbplatser pd
Internet, utom dei zonerna TillFdrlitiga platser
£ T bort temporara filer, historik, cookies, sparade lasenord och Ej tilFarlitiga platser.
¥ achinformation i webbFarmulr,
Tabart.,, ] [ Installningar ] Sakerhetsniv Far zonen
Tillétna niv8er i den har zonen: Mellan ill Hog

Cokring

—~ i = o = Mellan Normal och Hog
( Hantera sikleverantdrer. Installningar | i ey
f\_) | - Lampligt Far de Flesta webbplatser

L - Meddelanden visas innan innehll som eventuell inte
ar sakert hamtas

Flikar - - Csignerade Activel-kontraller himtas inte

| #Andra hur webbsidor visas i Flikar, Installningar
Utseende Anpassad niva...

el ] [ e ] I LS ] [ IR J ’ Bterstall alla zoner bl standardnivn ]
[ ox ][ abnt | [ oc  J[ awbrr |
Ul “Internet alternatives Tab“General” Ul “Internet alternatives Fab“Security”

History:

Marked in “General tab” (left picture above) is thgtion to manage “History”. Here the user
can "delete” (“Ta bort”) or make "Settings” (“Irddtningar”) about web history.

“Security”-tab

The “Security tab” (in right picture above) handgesurity. In the lower part of Ul (marked)
the user can set level of security with a contmoblk “high”, “medium” or “low” security.
Explanations of what the different level implieg aisplayed next to the control knob.

Internetalternativ @@

[ Anslutningar | Program [ Awancerat ’k

Allrant [ Sakerhet | Sekretess [ Innehdl | B
E

Yalj en zan som du vill se eller dndra s&kerhetsinstallningar For, i )

@ @ / O
‘g v
Lokalt intrandt  Tilfarltiga  EjtillFariitiga
platser platser 7

B % .mlflp_rtgs_*mm..m.,.u RGO U R S -y et

T
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In the upper part of “Security” tab the user hag fieons:

“Internet” and “Local network” handles “zones”. &hother two icons handle *“trusted
websites” (green check icon) and “Not trusted Sife=d icon as in picture below). In picture
below the usability inspector has “blacklisted” amebsite, just to try the function.

Ej tillfrlitliga platser 3
. D kan lagga bill och ta bort webbplatser Frén zonen, Zonens
sakerhetsinstalningar galler Fér alla webbplatser,

Lagg till Féljande webbplats i zonen:

hittp: s, aftonbladet . se Lagg kil

‘Webbplatser:
http:ff* . kwda.se

Ul Not trusted websites

But after blacklisting the website confusion toolage. First it seemed as nothing had
happened (above). But after awhile a very, veryllsic@n had appeared in lower right corner

of the window (cf. picture below), a part of Ul dein seen by users. To put a warning at this
place in the Ul is a threat to both usability arduwsity.
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{2 tyda.se - Windows Internet Explorer

e B nepiyaser = [#2][ %] [cooee

© kv Redigera  Visa  Favorter  Verktyg  Hidlp

. Google |G- v 6o gD BB v 09 Bookmarks~ EGeSiblocked 8 Check + g Autolink v | 40orl [ Send ba

W o ggi- 2| Aftonbladet: Sweriges righet. .. ‘mtyda‘se X ‘ ‘ - B - =
BETA

»Logga in Visa meny »

tvda.se

Sla upp ett ord pa engelska eller svenska:

[0\4 || SLAUPP |e]

Nya funktioner pa gang!

Tyda finns nu pa Google!

Miljontals manniskor har Google som forstasida. Darfor har vi nu
gjort en Tyda-gadget! Klicka pa knappen for att lagga till Tyda pa
Google.

[+ I kompakt format!

Anvindarna har talat!

Tack alla som svarade pa enkaten och tack alla ni som har skickat in kankreta synpunkter pa
BETA-sajten. Kommentarerna har sammanstalits och detta ari stora drag vad som kommer
att ske med sajten framover.

+ Mer kompakt design

+ Lite mer farg

+ Nya annonsformat

+ Fokus/markering i inskrivningsfaltet ska forbattras
= Tydligare meny

+ Historik och sparade ord mer synliga

» Enklare forum-hanterina

& (S £ tilferlitiga platser

Ul An example of a website | have blacklisted. Buthe warning from Internet Explorer is insufficient.

“Secrecy”-tab

In the third tab, called “secrecy” (left Ul below)sers can make settings for level of cookie
handling (blocking) and block pop-up windows.
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Anslutningar Avancerat

_Frogra
SEkethet | _ Innehdl

_CL= | %alj en instElning For zonen Intermet,

Allmant

Instaliningar

Mellan

- Blockerar cockies Frin tredje part som inte har en
kompakk sekretesspolicy

- Blockerar cookies Fran tredje part som sparar information
som kan anvandas kil att konkakta dig utan ditt uttryckliga
medgivande

- Begransar cookies Frén frsta part som sparar information
som kan anvandas ill att kontakta dig utan ditt uttryckliga
medgivande

i |

[ Platser ][ Importera ][ Avancerat ]

Elockering av popup-finster

I®_—f|

Farhindrar att de FAesta sorters
popup-fénster visas,

Instalningar

Aktivera blockering av popup-Fansker

[ ok [ avbet |

Internetalternativ @@ Internetalternativ EJ@

Ansltringar
Allrmant

Program

Sakerhet Sekretess

Klassificeting av innehdl

q\ Med hidlp av klassificeringar kan du styra vilket slags innehdl
sam kan visas p& den har datarn.

Certifikat
Anvand certifikat fér krypterade anslutningar och identifiering.

[ Rensassitilstdnd | [ certifkat  |[  Utgvae |

Komplettera automatiskk

Feeds

(=]
|

Cen har funkbionen kan spara vad du
skriver in p& webbsidor och senare
feiresld inmatning,

Instalningar

Feeds tilhandahdller uppdaterat
innehdll Frén webbplatser som kan
|&sas med Inkernet Explorer och andra
program.

Instalningar

[ ok [ awber ][ verketal

Ul “Secrecy”-tab labelled “Settings”
“Content’-tab

In the fourth tab called “Content” (Swedish: “In@ih, marked in the right Ul above) the

users can:

Ul “Content”-t ab

o “Classify content” (control what content can bewhaon this computer)

o Handle “Certificates”
o Handle login data
o Handle feeds

Below only “Certificate” and “Login data” is desbgd.

Certificate

The user can view the certificate (Ul below) and gformation about purposes of the

certificate, information about issuer and datesstie.
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Certifikat

Allrndnt |InF0rmati0n Certifieringssikeag

.
Certifikatinformation

Det hir certifikatet &r avsett Fir foljande syften:

«Bekrafta en Fiarrdators identitet

UtFardat till mail. glocalnet.net

Utfardat av Thawte Premium Server CA

Giltigt frdn 2007-10-22 Gill 2008-10-24

Installera certifikat. .. LtFardarkommentar

Ul “Certificate” Tab “General”

Below are examples of the other two tabs in “Ciedik”. The “Information” tab has details
about version, serial number etc. The other Ubisua “Certificate search path”.

Certifikat Certifikat
alimant | Information | Certifieringssokyvag allmant | Information | Certifieringssdkyag |
e Certifieringssikvag
Thawte Premium Server Ca
Ealt Virde A mail. glacalnet. net
E\n‘ersion W3
ESerienummer Fledcatle3052deczb 94..,
ESigneringsalgoritm shalRSA
Eutférdare premiur-server@thawte, com, ...
EGiItigt Frén den 22 oktober 2007 10:11:53
EGiItigt kill den 24 oktober 2008 16:35:55
Amne mail. glocalnet.net, Infrastruct...
EOFFentlig nyckel RS54 (1024 Bits) i~
Wisa certifikak
Certifikatstatus:
Det har certifikatet ar gilkigt.
Redigera egenskaper. .. Kopiera Eill fil...
Ul “Certificate” Tab “Information” Ul “Certificate”  Tab “Certificate Search path”
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D3.13

Also when surfing on the Internet the user can \@éeeertificate. A lock icon is displayed in
the address bar (indicating a safe internet comm@ctWhen clicking on the lock icon,
website identificationis displayed (picture below).

{8)

| |E ? Wehhplatsidentifiering

; Thawte Fremium Server CA
H  haridentifierat den har webbplatsen som

o rnail.alocalinetnet

Cien hér serveranslutningen ar krypterad.

kan jag lita p& den harwebbplatsen?

Visa certifikat

Ul — “Website identification”

b 5 K | | D=
() settings
- B de - sk Sida - (F Verkivg - i

S| Tagor |, genpenn o s Y

ZUEETE PR snabbianar v [IFRIEET

- - i i
. , LI \.r o el N
e LS

Legga ut

el

The message is that “this Server connection isypted”. It also tells that a trusted part
(Thawte Premium Server CA) has identified the wiebsi

The user has the option to “view certificate

Handle login data

In the “Content’-tab (p.63) one area is named (lebdg “Automatically Completion”
(Swedish: “Komplettera automatiskt”). This labelncae confusing for users, since the
content rather is about handling passwords anahldgta (e.g. for later use). When clicking
on the button “Settings” in this area the followidgis displayed:
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Instdllningar, for Kompletiera automatiskt E|

Funkkionen Komplettera autamatiskt visar mailiga
rmakchningar Fran poster du skrivik tidigare.

Anrvand Kompletkera aukomatiskt For

‘Webbadresser

Formular

Anvandarnamn och 1&senard For Formular
Friga om jag vil spara lsenard

Ta bort histaril For Komplettera aukomatiskt

O du will ta bork lagrade Formulardata och lésenord
kan du klicka pa fliken &llmant, Kicka pd Ta bort ach
sedan Kicka pd Ta bort Formulardata eller Ta bort
lsenord.

ok | [ oAbt |

The user can tell Internet Explorer to remember VWellresses, forms, username and
passwords for later use. The user is also allowetktete all history data. (Unfortunately the

user doesn't get direct access to “delete histbgre, only and textual instruction of where to
find it...

Secrecy policy

Of all security and privacy functions one functiaras not reachable from the “menu”
(“Internet alternatives”). The option “View websitsecrecy policy” is only reachable from
the “View” menu (picture below).

{2 Aftonbladet: Sveriges nyhetsportal - Windows Internet Explorer

e,
g =" ﬁ hktp: fuman, aftonbladet.sef 9
- Arkiv  Redigera m Favaoriter  Werkbyg  Hjalp ?
Gﬁflglc G+ Werkkygsfal & FBuskiaties @ 651 blocked h? Chedk s gt
= — | v Statusfalt —— i
Se R |G e | | é
———] Explorer-falt L4 %,
w annons -
Gl » §
Avbryt Esc o
Uppdatera FS f ' I s b ' I '3 i
Texkstorlek b a | I I I ] e I e n I
Kodning 3 4
Kalla L
Sak|
@A‘Ftunhladet W ida
() sverige sesam|  Helskarm 11
[Awndemamn | [sesssees | b Glemt inloaaningsuspaifter
ar Bostad Na drimwvikten! : |singel & dver252
| blecket

Bl

teN!r V]kti ubgas é f ug""l’ti?w N,

The Ul below is activated and here the user is @bleok at a summary of visited websites
secrecy policy.

adresser &

b e
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Sekretessrapport E|

g | erlighet med dina sekreteszinstaliningar blockerades eller begransades inte nagra
5=é cookiez,

Visa: .-'1'l.||.E| webbplatzer hil |

Den aktuella sidan innehaler infarmation fran faljande webbplatzer;

Flats Cookies A

http: 4 ftpda. zedsearchform=1kw=zekretezsfwm_lang=  Accepterad L
http:/ ftyda.sedcassdgrey.cas

http: 4 ftoda, zedjzdshjz

http:#ftyda. zedjz/keyboard |z

http:# ftyda. zed|zdinput_word.jz

http:/ ftpda. zedjsdinput_sting.js

http: 4 ftyda, zedjzd soundmanager . jz

ke LMtuda =edizdmohie iz b
O du will 22 zekretessinformation far en plats i listan kan du
markera platzen och sedan klicka p& Sammanfattning.
L mer om cookiss | Installningar | | Stang |

Unfortunately no policy summary was found at margbsites (e.g. the Swedish bank SEB
and book site “Adlibris”. Thus the user is refertedcontact the website themselves to read
their policy.

Below is an example of a policy summary found (Afitadet, 2008).
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Sekretesspolicy

Sekretessammanfatining for:

Aftonbladet Nya Medier

Om du vill se hela sekretesspolicyn for den har webbplatsen kan du klicka har.

Den har sekretesspolicyn ar endast avsedd for tesining

Meddelande 1 — global

Vilken sorts information samlar den har webbplatsen in?

Unika identifierare som ulfardats av enwebbplats eller jansti syfte attkunna
identifiera en enskildperson fran tid till annan.

Varfor samlas den har informationen in?

Information kan komma att anvandas av webbplatsen for att slutfora aktiviteten
som den vartillhandahallen for, vare sig aktiviteten ar en engangshandelse,
sa som returnering av resultatfrdn en webbsokning, vidarebefordran av ett e-
postmeddelande eller att gora en bestallning; eller en aterkommande
handelse, sa som att tillhandahalla en prenumerationstianst eller ge tillgang il
en onlineadressbok eller elektronisk planbok.

Information kan komma att anvandas till den tekniska supporten av
webbplatsen och dess datorsystem. Den kantill exempel anvandas for att
behandla information om datorkonton, for att sakra och underhalla
webbplatsen eller 53 att aktiviteten pd webbplatsen kan verifieras av platsen
eller dess agenter.

Information kan kemma att anvandas till att forbattra, utvardera eller pa annat
satt granska webbplatsen, ansten, produkten eller marknaden.

Information som ar baserad pa en unik identifierare men som inte kan kopplas
till ndgon enskild person kan komma att anvandas till undersokningar,
analyser och rapporter. Till exempel antal anvandare inom ett
postnummeromrade,

Vem har tillgang till den har informationen?

Den harwebbplatsen, enheter for vilka den fungerar som en agent, och/eller
enheter som fungerar som agenter for webbplatsen. Med agent avses i detta
fall en tredje part som behandlar uppgifter endast for att det angivna syftet ska
uppfyllas, sa som ett befrakiningsforetag eller en utskriftstjanst.

Hur l&nge behdlls informationen?
Information behalls far obestamd tid.

Har anvandare tillgang till den information som samlats in om dem av

P T S PR —"

Hur skall cookies fran “aftonbladet se" hanteras?
(%) Jamfir sekretesspalicyn far cookies med mina installningar.
Awvb
() Tilat altid denna webbplats att anvanda cookies.

() Till&t aldrig denna webbplats att anvanda cookies.

Ul “Policy summary” found at www.aftonbladet.q&lews site)

Very long text — for a summary...
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10.9.3 Summary of usability problems

When walking through Internet Explorer the follogimpotential usability problems were
found:

Too long “summary”

In Internet Explorer the user can request a “Padicgnmary”, where the website states e.g.
how they handle personal data. But this “summargsuwoo long (too much text — to be a
summary). This may depend on that the originalgyolvas extensive. Maybe a point list of
links to more extensive information would be a sohf?

Different meaning of colour

Different from other inspected IMS Internet Explotesed yellow colour in address field to
indicate “authority cannot be verified”. All otherowser IMS used yellow colour to indicate
“good” privacy.

Too small lock icon

The lock icon (placed in address bar indicatinga snternet connection) is too small and
placed in an area not in focus of user’s eyes, thoan be hard to see it. In other browsers
(e.g. Opera and Firefox) the lock icondsmbined with making the address field yellow,
which improves usability and is helpful to makerssabserve a safe connection.

Unclear naming of functions

A general feeling after using Internet Explorertigt it has failed innaming different
functions. The labelling (naming) should help tlsemuto understand content before clicking
on it, but several examples have shown that it mbes.g. the Ul below is called “Internet
alternatives” (translation of the Swedish word &mtetalternativ”). But since it is some kind
of menu for all user settings in Internet Expldrewould rather call it Menu”.

[Final], Version: Error! Reference source not found. Page 129
File: fidis D3 13 final 1.0.doc



FIDIS D3.13
Future of Identity in the Information Society (N0.7512)

. Internetalternativ E]

Anslubningar Program Avancerak
Allmant | sakerhet | sekretess | Innehdl
1
Starksida
Du kan skapa startsideflikar genom att skriva in varie adress pd
=i sin egen rad.

aftonbladet.se)

Anvand akkuell J [ Arvvand standard ] ’ Tarm
‘Webbhistarik

1 Ta bort temporara filer, historik, cookies, sparade |Gsenord
¥ och information i webbFormular,

Ta bort,.. ] ’ Instaliningar ‘
Sikning
)f\\ Hantera sikleveranktrer, Instalningar
Flikar - -
fndra hur webbsidor visas i Flikar, Inskallningar
Utseende
Férger ] [ Sprék. ] [ Teckensnitk ] [ Hislprmedel ]

[ ok | avbne |

Another example is from the tab “Secrecy” in pietdrelow. The label in upper part of tab
tells the user that this Ul handles “Settings” (8igh “Instaliningar”).

Internetalternativ

Anslutningar I Pragram Avancerat :
Almsnt | Sikerhet Sekretess | Innehd@l |

Instalningar
: Walj en installning F&r zonen Intermet,

.:ﬁ-
Mellan

- Blackerar cookies Frén tredje part som inte har en
kompakk selretesspolicy
- Blockerar cockies Frén tredje part som sparar information

| somn kan anvandas bl skt konkakka dig utan ditt utteyckliga

| medgivande

- Begrénsar cockies Frén Forsta part som sparar information
som kan anvandas till att kontakka dig utan ditt uttryckliga
medgivande

[ Flatser J[ Importera ll_ Avancerak ]

Blockering av popup-Fénster

- SR B

But the user has to read the text to understand wihd of settings they mean. A better
naming would be Cookies' (or “Cookie settings”) since it is cookie settgdisplayed in Ul.

Another problem in the same Ul (above) is the ngnoifthethree buttons (named “Places”,
“Import” and “Advanced”).
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Theworse exampleof unclear names (below).

Internetalternativ @
__P.nslutningar | Program _Awancerat Poor Iabellng (nam|ng)
Allmant Sakerhet Sehretess | Innehsl

"Komplettera automatiskt”

Klassificering av innehll

Q\ Med higlp av klassificeringar kan du skwra vilket slags inneh3ll (Eng“Sh ”AUtomatica”y
sam kan visas pd denhér datarn, Complement”)
Certifikat .
arvand certifikat fér keypterade anslutningar ach identifisring. In this Ul the user can make
A Internet Explorer to remember
[ Rensassitilstind || cemfkat || umgvare | password and other login data
o Elatiers oot for later use. This is done by
E? lern har Fugktingebn_lgan sp:ra vad du @ CIICkIng qn InSta”nlngar
R i (Eng: "Settings").

7| Feeds tilhandahller uppdaterat Instalningar

g
Y= innehdll frin webbplatser som kan i i
LD l&sas med Internet Explorer och andra A better Iabe“ng (namlng)

pragram, could be "Password settingg
or "Login settings”.

ok | [ avbryt ][ verkstal

Too small icon for warnings

A very, very small icorwas displayed in the lower right corner of theviser window as an
indication of a warning (in picture below). Thisoit should warn the user that the visited
website was earlier put on a “black list” of unablie websites. To put a warning at this place
in Ul is a threat to both usability and security.
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& tyda.se - Windows Internet Explorer

[ [ N
Arkiv  Redigera  Visa  Favoriter  Verkbyg  Hijdlp
Google |G+ v Goo 50 B -+ 9 Bookmarksw Ehesibiocked 3P Check =y Autolink - 7l | Sendtov
w o !ggi-;;e_,mmnhladet: sweriges righet,. | [ tydase x| - B - =

BETA »Loggain Visa meny »

tvda.se

Sla upp ett ord pa engelska eller svenska:

S
(@< || savee

)

Nya funktioner pa gang!

Tyda finns nu pa Google!

Miljontals manniskor har Google som forstasida. Darfor har vi nu
gjort en Tyda-gadget! Klicka pa knappen for att lagga till Tyda pa
Google.

[+ I kompakt format!

Anvindarna har talat!

Tack alla som svarade pa enkaten och tack alla ni som har skickat in kankreta synpunkter pa
BETA-sajten. Kommentarerna har sammanstalits och detta ari stora drag vad som kommer
att ske med sajten framover.

+ Mer kompakt design

+ Lite mer farg

+ Nya annonsformat

+ Fokus/markering i inskrivningsfaltet ska forbattras
= Tydligare meny

+ Historik och sparade ord mer synliga

» Enklare forum-hanterina

& (S £ tilferlitiga platser

Hard to find functions

In Internet Explorer the user is allowed to makéisgs about e.g. how data should be
handled. But unfortunately it is too hard to finér& to make these settings. And when the
user finds them it is hard to remember were therewe

1094 Usability criteria

In this section some reflections are made abowtret Explorer according to the usability
criteria selected for this study.

10.9.4.1 Comprehensibility

Internet Explorer is quiet easy to use and alsaetquomprehensible. Microsoft
website was informative and explained a lot of fiomality and features. But some of
the stated functions (taken from Microsoft websitre hard to recognize during
evaluation.
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10.9.4.2 Error prevention

Internet Explorer offered a lot of warnings, if tobser wanted these. The help files
were also informative offering error preventive drhation. But when using the

product some things were harmful for users. E.g.vilarning icon was too small and
placed in “non-focus area” which is not error preae.

10.9.4.3 Task suitability
Internet Explorer was not hindering users in th@mmary purpose and therefore quiet
suitable for its task.

10.9.4.4 Controllability
If the user wants to (and is familiar with all dehie features) they can be in control
of some settings (functions). But the user hasamirol over their revealed data...
10.9.4.5 Likeability

The overall impression of this IMS is good. Butsitimportant to know that Internet
Explorer is the ordinafybrowser used every day by the usability inspectars this
may lead to easy of use and too positive reflestiban other inspected IMS.

8 Ordinary” — | use Internet Explorer as my defaulowser (every day use). But i have never usedediires
evaluated in this study (from filling etc.).
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10.10 CardSpace

The history functions of CardSpace was evaluatedllibg Rénntorp in September 2007 for
her BA thesis in Information Systems at Karlstadrersity, Sweden. Parts of her description
have been used below.

10.10.1 Short description

CardSpace is a product from Microsoft Corporatibne goal with CardSpace for the future
is: “to let people on any machine, running any afirg system, use digital identities as
easily, as effectively, and as securely as thegytage their identities in the physical world”
(Chappell, 2006).

According to Microsoft website CardSpace is: “a n@ehnology [...] that simplifies and
improves the safety of accessing resources andhghpersonal information on the Internet
[...]. Windows CardSpace helps alleviate the probleafstraditional online security
mechanisms by reducing reliance on user names asglMords and instead using a separate
desktop and cryptographically strong claims-basetthemtication. By helping users better
manage their personal information and control hovs ireleased and to whom, Windows
CardSpace can facilitate more secure online expegie such as online shopping, banking,
and bill payment” (Microsoft, 2008b).

10.10.2 Available functions
The CardSpace system has many different functMitsosoft website mentions these:

« Simplify Online Authentication.
* Increase Web Site Security.
* Help Protect Against Digital Identity Theft.

According to Chappell (2006) four aspects of whardSpace provides stand out as most
important:

» Support for any digital identity system

» Consistent user control of digital identity

* Replacement of password-based Web login

» Improved user confidence in the identity of remoteapplications

In this studyonly the history function is evaluated.

CardSpace offers the user to see the history di edormation card. To see this, the user
chooses a card, and then chooses “view card histrlyst is shown, that shows which sites

the card has been sent to and the date of thd latesaction to each site. According to

Windows CardSpace Help, the help function in Caet®8p the information that is stored

when the user sends a card is site information tatheusite to which the user sends a card,
time and data when the user sends it and the tiydata that was sent to the site but not the
data itself, e.g., “first name” is stored but ndohn”.

The purpose of storing these details is for Card&pa be able to alert the user when a new
site is requesting a card, the identity informatasrprivacy statement of a site to which the
user has sent a card has changed or when a sitédb the user has sent a card is requesting
new data.
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The card history can be deleted by the user.

10.10.3 Summary of usability problems

Since CardSpace history functions evaluation wadenzefore the preliminary analysis of
IMSs, no walk-through of CardSpace was made tosaaseability problems.

10.10.4 Usability criteria

In this section some reflections are made aboud$jzace according to the usability criteria
selected for this study.

10.10.4.1Comprehensibility
The card metaphor seems granted to be understoladdayuser groups.

10.10.4.2Error prevention

Specific notifications such as that the user hasisited a site before helps preventing users
from sending information to fishing sites.

10.10.4.3Task suitability

This is probably the greatest advantage of CardSpatpresumes web services are using the
same protocols to spark the CardSpace into adtieally, user should not have to fill in web
forms but select a card instead. This way of dsnlpdata takes the user away from the main
web page, but on the other hand, such form filingld only be a step to reach the main task
which is logging in, registration, or purchasing.

10.10.4.4Controllability

CardSpace nicely presents its functions, but asusebility study on history functions
revealed (see section 6.3) it was less easy to theahistory. It is also hard to know what
information of a card was included in differentaliisures as it is possible to suppress or add
information when using a card for sending data.

10.10.4.5Likeability
The graphic design is nice but likeability depeadsf web services will use the protocol.
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10.11 PRIME History function

PRIME History function (a mockup made during thevelepment of IPV2 in 2006) was
evaluated by Nina Rénntorp in September 2007.

PRIME (Privacy and ldentity Management for Eurofse Europeamesearch projectwith
participants from all over Europe, e.g. IBM in Zurj Technische Universitat Dresden in
Germany and Karlstad University in Sweden. Thegmopwner is IBM Belgium.

10.11.1 Short description

The vision of PRIME is user-controlled identity managemerdtegns, in which the user has
control of personal information and negotiatesditlosure in return for access to a service
(PRIME (2), 2007).

According to Nina Ronntorp (2008) PRIME has deveblbpa system for identity management
with key components aaccess contrgl advancedanonymous credential systems, and
automated reasoning “There are three parties involved in this syst&ime first party is the
user, which has certificates, data and policies regaydiis/her data. The user engages in
transactions with service providers, in which he/sln choose to release data. The second
party involved is theservice provider which offers services and resources to customers
through transaction€ertifying authority the third party involved, is a special type ofveee
provider that issues certificates, i.e. digitailyred statements. When issuing a certificate, the
certifying authority vouches for the truthfulnedgtee statement (Camenisch et al., 2005).”

10.11.2 Available functions

The PRIME prototype consists of many different fimts (some stated above), but in this
studyonly the “history function” is evaluated. It is also important to know that PRIME is
not a working program yet (only a prototype).

The history function within PRIME-prototype is @l “Data Track”. In Data Track every
transaction is saved e.g.

* Information about data sent

« Date and time of transaction

* Website to which data is sent

» Preset (user role) used during transaction (settfigpersonal data)
In the PRIME-prototype aearch functionis available to search in Data Track for earlier
transactions.

10.11.3 Summary of usability problems

The evaluation of the history function in CardSpatsuded also an evaluation of an html
mockup of Data Track. Therefore, the present argmlyses not include any fault finding as
concerns Data Track (it should be noted that theckenm is not identical with the
implemented Data Track of the final PRIME prototygadled IPV3).

10.11.4 Usability criteria

In this section some reflections are made aboutMER&ccording to the usability criteria
selected for this study. These reflections aredasehe Ronntorp study (Ronntorp, 2008)
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10.11.4.1Comprehensibility

According to Ronntorp’s study PRIME history functiovas easy to use and most

users liked it. Thus the users also seemed to tthekhistory function was quite
comprehensible.

10.11.4.2Error prevention
No explicit information found about this in Ronr&s report.

10.11.4.3Task suitability

According to the Ronntorp study is seems like tisersi thought PRIME history
function was suitable for its task.

10.11.4.4Controllability

Since PRIME history function saves a lot of infotioa about a data transaction the
user has control over what data has been sent hadhas received it. The user is also

in control over the history function since it hasearch function with in the history
function.

10.11.4.5Likeability

The graphic design varies quite a lot between wiffe PRIME mockups of the Data
Track. It is thus hard to make any guesses asetinimediate impression people will
have, but the functionality, with one search fumaticovering all data releases
regardless of what data disclosure preferences bese used at different times was
clearly liked by the test subjects in the Ronntstpdy (see section 6.3). As for
Microsoft's CardSpace, the success of the PRIMEaleoncept is dependant on
web services accepting a protocol for immediate dajuests machine-to-machine,
although within the PRIME project also a web foriftifig function has been tried,
which could pave the way for using PRIME and Datack by structuring data
releases in a format possible to store in Dataklrac
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10.12 PRIME IPV3

PRIME IPV3 (version 3) was installed and evaluated 20-2%' of April 2008. PRIME
(Privacy and Identity Management for Europe) is aropeanresearch project with
participants from all over Europe, e.g. IBM in Zj Technische Universitat Dresden in
Germany and Karlstad University in Sweden. Thegaopwner is IBM Belgium.

It should be noted that the usability inspector laited prior knowledge about the PRIME-

prototype and PRIME-technical concepts. Unfortulyatihe last PRIME-report on the

prototype deliverable was not read prior this imsip@, which could have excluded some of
the reported problems.

10.12.1 Short description

According to the website (PRIME, 2008) “PRIME aitosdevelop a working prototype of a
privacy-enhancing Identity Management System. T&ielomarket adoption, novel solutions
for managing identities will be demonstrated inligmying real-world scenarios, e.g., from
Internet Communication, Airline and Airport Passen@rocesses, Location-Based Services
and Collaborative e-Learning.”

CPRIME rv3 1dentity Manager

PRIME IPV3 has a "PRIME console”, a kind of menues all available functions are
gathered. Some of the functions are “Personal D@ata that the user has entered into the
system, data that the PRIME system should hand@gta Track” (a history function),
“PRIME settings” (where the user can customizeRREME system) etc.

10.12.2 Available functions
Within the usability test of PRIME IPV3 only somgtbe PRIME functions were evaluated.

0 Role and (partial) identity management
0 Authentication management

o Form filling

o Context monitoring

10.12.3 Summary of usability problems

When walking through PRIME IPV3 some potential uléglproblems were found, presented
below.

First some comments about things connected touthetibnality of the prototype (IPV3), not
really a usability problem (well, perhaps it is toh

* “Send Personal Data” pops up too fast
When the user enters a scenario (e.g. Buy Harg/)'$end Personal Data” window
pops up too fast, thus the user is not able to tkadext at the PRIME playground.
Since thignformation is important to be able to understamthy the Send data” pops
up it is a hinder.
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* Links not working
When inspecting IPV3 the inspector noticed that ynlamks were not working. This
may confuse the participants during a user test!

10.12.3.1Usability problems in “Send Personal Data” — Logintab

Most of the noticed usability problem is in the f8ePersonal Data” Ul. One impression is
that this Ul is straggly. It is hard to get a qumkerview of what to do, and hard to see what
information is important or not. But first problemsnnected to the “Login” tab is presented.

Qvirview “ Consensed Privacy Motice IL‘. Full Privacy Motice \". Clairm Request \1

5{ _f Login
— Provide |ogin information For authentication

Your protection level

[ & PRIME Careful Surfer - & Yhat to do?

Data are requested For the following purpose: Login

Service Partner:
Your Favourite PRIME partner

@ https: fiprime.inf tu-dresden.de:11111
fssurance Evalukation

3 some conditions Failed

Data requested are:

nickname |ka||e {Passport) -

Stared until: (end of transaction :v.

i Save Settings i | [eck | i Do nok send |

Figure: Send Personal Data — “Login” tab
Login icon

First of all — the login icon is not good. It isrHato see what it represents and the icon is
taking too much focus from the user. Either thenineed to be changed or taken away. And if
it is kept, it should appear twice (also in the tflumn).

Important text not in focus

E.g. the text “Provide login information for authieation” should be in focus, since it is
telling the usewhat to do But the text is not in focus — the icon is...

Icons not clickable

None of the icons in this Ul is clickable, and eattis given when hovering the mouse over
them. At least the warning icon should have bemkable.

Links not clickable
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Unfortunately only one link (“Assurance evaluatipm working (clickable) in the prototype.
This may hinder users and confuse them during hkilitgaest.

Hard to understand level of protection

First of all the names (labels) of available prateclevels are hard to understand. E.g. what
does “unworried” or “careful” means? The answethis will probably differ depending on
whom you ask. Another problem is that nothing ia thbels (name of the protection level)
indicates if data will be “remembered” or not. Aasl seen in the four pictures above the hint
text (in blue box) differ between different protectlevels.

10.12.3.2Usability problems in “Send Personal Data” — Summey tab
Also the tab “Summary” has some usability problems.

\

Canfrmand-serd Four data
Your favaurite PRIME partner Purpose: Login
@ btbps:/jprime2.inf tu-dresden.de: 11111 oo
Assurance Evalutation |ka||e (Passport) |vi

3% some conditions Failed =
Stored unkil: |end of transaction |V|

| Show in one Step | | Save Settings | | Back | | I Accept | | Do not send

Figure: Send Personal Data — “Summary” tab
Inconsistent names (labels)

The labels (marked with circles above) have difieneames. E.g. the label in upper Ul is
called “Confirmation” while the label in the lefteanu is named “Summary“. To not confuse
the user it is important to be coherent and usesdnge names/labels.

Inconsistent structure of objects

When the user enters the “summary” tab the infoionas rearranged (moved). Why? This is
only confusing the user. The information givenhe tSummary” tab should be arranged in a
similar way as the other tabs (e.g. Login), thu&ernitieasier for users to recognize it.

10.12.3.3Usability problems in “Assurance Evaluation”
The only working link in “Send Personal Data” isSgurance Evaluation”, triggering this Ul:
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Assurance Evaluation

Assurance Evaluation
‘our PRIME system has been able bo verify the following matches|mismatches with sour
preferences

vour Favourite PRIME partner
hktps: fiprime 2. inf tu-dresden.des 11111

% Supports PRIME functions
€ Has agood privacy seal
%" Datais keptin a secure storage

Press the werify butbon if you wank to manually check the items abo
This may take & long time,

W prime2.inf.tu-dresden.de is not on the Blacklist of Google,

| Close |

Unfortunately none of the links in this Ul workedher. The button “Verify” worked and
when clicking on this button | trigged the verifiia process indicated by flickering text in
the UI.

s
R & _ oy pm—t

BT Bt fite PRIME poraater = 2 g wom  een LTLAT
httpe:fiprime?. inf.tu-dresden.de: 11111

%" Supports PRIME functions vetified

% Has a good privacy seal pot claimed
" Datais kept in a secure storage  Failed I

Press the verify butbon if vou want to manually check the items above, _F_
This may take a long time. lﬂ_ﬂ

B al BT LT PR LU A e

Figure: Result of “Verification”

Contradictive messages to the user

The result of the verification is not correspondiogthe displayed icons. E.g. the last row
(marked in picture above) “Data is kept in a securéas a green check icon (indicating OK)
on the left hand side, but a text on the right hamt® tells the user that the verification
failed...

Also the example with the text “Has a good privaegl” is contradictive. The icon (a red
cross) is indicating some kind of warning or mischatwhile the result of verification is
telling the user that this is “not claimed”. | thim better solution here would be to skip the
icon, and just tell the user in text that this mt' claimed”. The icon (red cross) should only
be used when something is mismatched or wrong.

No explanation of controls
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As far as understood the “Assurance Evaluationtastrolling (checking) different things.
But it is hard to understand what controls (cheeks) performed...Are there one control or
many (perhaps as many fage controls)? And there is no explanation of whatséeesults
will mean to the user. E.g. what does it mean telfa good privacy seal?

10.12.3.4Usability problems connected to buttons

When evaluating the different buttons in lower Ul “8end Personal Data” | found the
following usability problems:

P , G R

o EEEEL SRR g b s e T Y
T L AR S

| Shoiw in one Step

Save Settings || Back || I Accept | | Do ot send |n

Hard to understand what “settings” is saved

When clicking thebutton “Save Settings” it was not clear what was goindnappenWhat
settingsare saved? And for what purpose is these setsigigsd? This is really not clear.

Is this a way to create a new “Protection levetinfier “Role” or “PrivPref’?) The pop-up
window (below) that appears is not telling me amglmore. The user is only told to enter a
name for the new setting.

Confirmation
Confirm and send your data

Your favaurite PRIME partner Purpose: Login
@ bttps:fprimes.inf.tu-dresden.de: 11111 oo
Assurance Evalutation |ka||e (Passpart) |:|

Summary € some conditions Failed

Staored unkil: |end of transaction |v|

Please enter & name for the new setting

@ |

| o || s |

| Show in one Step | | Save Settings | | Back | | I Accept | | Do not send |

After entering a name and clicking “OK” a nonsehBds displayed (below). Why? The user
do not get any feedback of what have happened.
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Meddelande

@ ToD

10.12.3.59Usability problems in “Buy Harry” scenario

In the “Buy Harry” scenario the user should prov&ers age. The PRIME Playground (the
faked website) offers three options to proof the afjthe user — “Credit card number”, “Post
ident ID” or “Identity card”.

Ul hidden too fast

The “Playground” hidden too fast (by the pop-up ddw “Send Personal Data”) — the user
does not attain to read the text. This may affeetusers comprehension of what is happening
when using the product.

Bad example of identification

Why is credit card number an example of proofagg? If this option shall be present it
should be put as the last option (thus the useisatly will not read it...)

 main page - Mozilla Firefox

Flle  Edt Wiew Hstory  Bookmarks  Tooks  Help

@ - v @ @ IE] F tu-dresch ing/proof =z R 6] 7

4 shopping Example [ | Buy Harey [ | TeskMediabor [ | Test Server [ | Fetch Credential

PRIME FarmPler Todber | bitpsyjprime2.nf tudre] | please selectaformuar v [ 60

| [} main page @ | [ settings com

Bl

PRIME PlayGround

Home Slore

@ Civilization

@ Strategie
© Quest @ Zeus
@ Siiiilster You have to prove that you are of age. If your browser is PRIME enabled, a dialog should open o Linsage

soon. If you are not PRIME enabled, verify your age by either o The Muppet show

i

@ Enter a valid credit card
Credit Card Number:

@ Strategies
@ Shooters
@ Arcades

® RPGs O Enter an ID of & gouvernmental post ident certificate
Post Ident ID:

O Send us a copy of your valid identity card and enter
vour identity card number:
Identity Card No:

-

Done: prime2.inf tu-dresden.de:3082 & [ PRIME |

Figure: PRIME “playground” with options to verify a ge
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10.12.4 Usability criteria

In this section some reflections are made aboutVIERIPV3 according to the usability
criteria selected for this study.

10.12.4.1Comprehensibility

Some things in IPV3 were too hard to understantet@ble to call it comprehensible. E.g.
concepts such as “Assurance evaluation” were nptaged enough to the user. Other
examples of things too hard to understand are fffereht levels of protection’s e.g.
"unworried customer” can mean different things iffedent people.

10.12.4.2Error prevention

First of all IPV3 only warns the users, not hindénem. And sometimes there also are
conflicting warnings displayed to the user. Thusldn’t think IPV3 is error preventive
enough. The warnings need to be more explicit afarative.

10.12.4.3Task suitability

Yes, | think IPV3 is suitable for primary task, ainthe user have the option to “confirm and
send” data irone step action

10.12.4.4Controllability

Due to the fact that the user can decide if pelstaia should be sent or not, and under which
conditions these data will be sent, the user ilypar “control”. But if the useffeelsin control
when using IPV3 is another question? Thus | woualgd that this criterion is only partially
fulfilled.

10.12.4.5Likeability

I think most of the functions in IPV3 are accuratdiought through, but poorly visualized.
And unfortunately users mostly see the visual part.
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